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Installation requirements

= Download the latest DriveEncryption v7 product
= Ensure your ePO server version is at least 5.1.
= Ensure your ePO agent version is at least 4.8.

= Note the hostname or IP address of an Active Directory
Domain Controller / AD Server
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the latest DriveEncryption v7 product

= The downloaded package should contains

- MDE ePO Extensions
= Drive Encryption Admin 7.1.3
« Drive Encryption for PC 7.1.3
= Drive Encryption Go 7.1.3 (optional)
= Drive Encryption Help

= Drive Encryption Out Of Band Management 7.1.1 (for Deep
Command)

= User Directory 1.0.0 (optional)
- MDE Software Packages
= Drive Encryption for PC 7.1.3
= Drive Encryption Go 7.1.3 (optional)
= Drive Encryption Host 7.1.3

ADMNTECH
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Ensure your ePO server version is at least 5.1

User: admin

Ll Permission Sets

/@ Personal Settings

Enabling an Intelligent Planet

= Click ePO Menu and you can get ePO version
Menu ¥ ‘ @ Dashboards 5':-, System Tree €l Queries & Reports i Policy Catalog
Recent Pages Reporting Systems Section Policy ~
® Dashboards @ Dashboards 531 Systemn Tree ‘ Policy Catalog
1
53 BElEmES @ Queries & Reports i | Tag Catalog ‘l'ul Policy Assignments |
= Master Repository ';_ Threat Event Log E] Policy Assignment Rules
? Product Deployment McAfee Labs ﬂ Policy Comparison
i S amu [i=] Solidcore Events @ Client Task Catalog
Page Descript |==| solidcore Alerts &U Client Task Assignments |
B3 Content Change Tracking Q Client Task Comparison
Software Automation Data Protection
? Product Deployment 'O_ Server Task Log gL Encryption Users I'
s Software Manager (O™ Server Tasks g Encryption Recovery
3 Master Repository b Automatic Responses
é'a Distributed Repositories L™ Issues
= Extensions |=—| Solidcore Client Task Log
'i Licensing
ePO Build: ePolicy Orchestrator 5.1.1 (Build: User Management Configuration Application Control .
%;_nr?w.:ﬁr; II\;J;\II-;RIPE?EEJ?S%M;S oo ap Users M8 Server Settings || Inventory v!

|i—| Image Deviation
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Ensure your ePO agent version is at least 4.8

« Click Menu=>Master Repository, to check McAfee Agent
for WindOWS Menu ¥ | G} Dashboards i'i System Tree €l Queries & Reports ! Policy Catalog

Software
Master Re posito ry Check In Package | | Pull Now

Packages in Master Repository
2= 0l All Branches| w |

Name A | Status Type Version Miner Version Language Cct
Assurance Information Module oK Install 2.0.0 595 Neutral 7
Assurance Information Module Updat| OK Update 2.0.0 595 Meutral 7
DAT oK DAT 7924.0000 Neutral 9/
Engine oK Engine 5700.7163 7163 MNeutral 7
eP0 Agent Key Updater oK Plugin 4.8.0 1500 Neutral 7/
Linux Engine oK Engine 5700.7163 7163 Neutral 7
Mac Engine oK Engine 5700.7163 7163 MNeutral 7
McAfee Agent for Linux oK Install 4.8.0 1500 English 7
Wr 5 % ik II‘M a!"! nl 1500 Fpoali 7!
McAfee Agent for Windows oK Install 4.8.0 1500 Englﬁ 7!
McAfee Drive Encryption Agent for Wi OK Install 7.1.3 547 Neutral a/
McAfee Drive Encryption for Windows| QK Install 7.1.3 547 Neutral a/
McAfee Drive Encryption Go oK Install 7.1.3 547 MNeutral a/
McAfee Drive Encryption Themes oK DAT 1.0.0 [} Neutral a/
McAfee ePO Deep Command Client 0K Install 2.3.0 376 MNeutral 7
McAfee ePO Deep Command Discover OK Install 2.3.0 376 Meutral 7
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Installation Extensions

Install the Endpoint Encryption extensions, in this order:

1. EEADMIN.ZIP (Drive Encryption Admin 7.1.3)

2. EEPC.ZIP (Drive Encryption for PC 7.1.3)

3. help_DE_710.100.ZIP (Drive Encryption Help)
= Click Menu=>Software=>Extensions

® Dashboards J’L"] System Tree @l Queries & Reports :| Policy Catalog

Reporting Systems Section
Extensions ® hboard y )
Dashboards ;—T"-. System Tree
@ Dashboards . —
@ Queries & Reports i | Tag Catalog
§ Master Repository f—

@ | Threat Event Log

2
System Tree
o o McAfee Labs

‘3 HoUilE: GEpte T - Solidcore Events
Solidcore Alerts

Ed Content Change Tracking

Software Automation
,3 Product Deployment 'E]_ Server Task Log
s Software Manager @™ Server Tasks
§ Master Repository k Automatic Responses
'5"‘! Distributed Repositories 17 Issues

—| Solidcore Client Task Log

A | Llicensing
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Policy

:i Policy Catalog

K. Policy Assignments

L. Policy Assignment Rules
" Policy Comparison

= Client Task Catalog

&i Client Task Assignments

Data Protection
L 1 Encryption Users

oA Encryption Recovery
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Installation Extensions

= Click Install Extensions The Install Extension dialog box
appears=> Click Browse and select the extension file (3
zip files listed above) then click OK

= The Install Extension page appears with the extension
name and version detaills.

Menu ¥ @ Dashboards ﬁ System Tree &l Queries & Reports 1 Policy Catalog

Software
Extensions

cAf lame: Status: ~ Installed =~ Modules:
f tion Modul ersion: Requires:
nstalled by: admin - July 22, 2015
1w Details:
Drive Encryption
eeeeeeeeeeeeee d
epolicy Orcl hestrator ez deep_command_help Status:  Installed = Modules:
rsion: 230016 Requires:
ttttttttttt stalled by admin - August 14, 2015 Details:
IIIII fee Agent
SSSSS
hared Comp: e:  de_help Status:  Instaled  Modules:
Revocatio rsion:  710.100 Requi
olidcore ZE =
Details:
hird Party
e: Status: ~ Installed = Modules:
rsion: Requi
stalled by: admin - July 17, 2015

Details:
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Install Software Package

Check in the Endpoint Encryption packages, in this
order:

1.  MfeEEAgent.zip (Drive Encryption for PC 7.1.3)

2.  MfeEEPC.zip (Drive Encryption Host 7.1.3)

= Click Menu => Software => Master Repository

Menu ¥ ® Dashboards ,j‘ System Tree @l Queries & Reports A rolicy Catalt
Reporting Systems Sectio
Extensions 3
® Dashboards @@ System Tree
@ Dashboards . —
€ Queries & Reports : | Tag Catalog
§ Master Repository o

2 Threat Event Log

53 System Tree
= v McAfee Labs

¥ Product Deployment ; Solidcore Events
——| Solidcore Alerts

Ed Content Change Tracking

Software Automation
‘3 Product Deployment 'O_ Server Task L
¢ Software Manager @™ Server Tasks
§ Master Repository k Automatic Res

'3"‘4 Distributed Repositories
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Install Software Package

= Click Check In Package. The Check In Package wizard
opens.

Menu ¥ @ Dashboards ﬁ System Tree €1l Queries & |

Software
Master Re p05|t0ry Check In Package || Pull Now

Packages in Master Repository

2Ll All Branches| v |

Name A | Status Type \ersion

Assurance Information Module 0K Install 2.0.0

el oar P .

Master Repository

What package are you checking in?

Mote: If distributed repositories are set up to replicate only selected packages, your newly check-in package will be replicated by default. To avoid
replication task before checking in the package.

Package type: @ Product or Update (.ZIP)
(O) Extra DAT (.DAT)
(O) Super DAT (.EXE)

File path:

BE. |
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Install Software Package

= Select Product or Update (.ZIP) from the Package type list, then
browse to and select the package file (2 zip files listed above).

= Click Next. The Package Options page appears.

= Click Save to begin checking in the package. Wait while the
package is checked in.

=  The new package appears in the Packages in Master Repository list
on the Master Repository page

Mac Engine UK Engine S/0U. 7163 f1b3 Meutral SPE419 2:46229 AM | W
Mcifee Agent for Linux (5]34 Insta 4.8.0 1500 English 7/17/15 5:15:51 PME W
Mcifee Agent for Mac 05 X QK Install 4.8.0 1500 English 7/17/15 5:16:09 PM I W
Mcafee Agent for Windows QK Insta 4.8.0 1500 English 7/17/15 5:16:27 PME W

Meutral 8/12/15 4:02:36 PMI M

Meutral 8/12/15 3:50:46 PME M

Mcafee Drive Encryption Go QK Install 7.1.3 547 Meutral 8/25/15 10:26:16 AM M
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Registering Windows Active Directory

= Use this option to register a Windows Active Directory.
You must have a registered AD to use Policy
Assignment Rules, and to enable user permission.

= Click Menu => Configuration => Registered Servers

Menu ¥ @ Dashboards ‘i"] System Tree @l Queries & Reports _I Policy Catalog

; Solidcore Events

® Dashboards |i==| Solidcore Alerts

1 policy Catalog Ed Content Change Tracking

L Encryption Users Software Automation
4 4 Encryption Recovery ;3 Product Deployment '0_ Server Task Log
@™ Server Tasks s Software Manager @™ server Tasks
§ Master Repository t Automatic Responses
';f‘,] Distributed Repositories .7 Issues
Extensions |i=| Solidcore Client Task Log
||||||| g
A Li
User Management Configuration
& Users I Saryver Settings
@ Permission Sets /@ Personal Settings
T Audit L = Registered Servers
Contacts 2™ Agent Handlers
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Registering Windows Active Directory

Click New Server

@ Dashboards i'i System Tree @l Queries & Reports ! Policy Catalog

Menu ¥

Configuration
Registered Servers

e servr i ————

|Filter list... ||| Name: WIN-PRRECOSCMLG (local ePO server)

¥ ePD Servers
Server type: eP0
WIN-PRRE6COSCMLG (local ePO
¥ Ldap Servers Motes: Registered server for local ePO server
epodomain.com
¥ Application Control GTI Clouw...

Application Control GTI Cloud <
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Registering Windows Active Directory

= Select LDAP Server in Server type, specify Server name
and click Next

Configuration
Registered Servers

Registered Server Builder

Server type:
I LDAP Server I
erver
m Solidcore Integration Server

Solidcore Syslog Server
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Registering Windows Active Directory

= Select Active Directory in LDAP server type, type your
domain name in Server name, ex: epodomain.com

Configuration
Registered Servers

C‘ Server name:

|Jse servername or IP address.
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Registering Windows Active Directory

= Type domain user name and password.in User name
and password. User name format should be
domain\username.

= Click test Connection to check LDAP server connection.

= Click Save to complete.

Browse
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Configuring automation task for LDAP

synchronization
= Click Menu => Automation => Server Tasks

Menu ¥ @ Dashboards 5:. System Tree &l Queries & Reports :I Policy Catalog
Reporting Systems Section
@ Dashboards ﬁ System Tree
€l Queries & Reports | Tag Catalog
';_ Threat Event Log

McAfee Labs
i | Solidcore Events
—| Solidcore Alerts

Ed Content Change Tracking

Software Automation
ﬂ Product Deployment 'D_ Server Task Log
s Software Manager I{)" Server Tasks I
3 Master Repository k Automatic Responses
|j'g| Distributed Repositories L™ Issues
Extensions |=| Solidcore Client Task Log

Enabling an Intelligent Planet ADVANTECH




Configuring automation task for LDAP
synchronization
= Click New task

| S

|:| Solidcore: Send Policy and Inventory Fee| Enabled

Actions 20 items
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Configuring automation task for LDAP
synchronization
= Naming the task name “Sync LDAP” and click Next

Automation
Server Tasks
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Configuring automation task for LDAP
synchronization

In Action, please select LdapSync:sync across users
from LDAP

Select LDAP server is to select the server you create Iin
last chapter. After that, click Next

Server Tasks

Back I Next I '
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Configuring automation task for LDAP
synchronization
= Just follow the default and click Next

Automation
Server Tasks

[1 [v]:[oo]v] [amM]v] ]

3 =k
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Configuring automation task for LDAP
synchronization
= Click Save to save this task

Automation

Server Tasks

k owner: dm
Schedule status: bled
Schedule: Start date: 9/21/15
d date: No end d
me frame: Daily
at 1:00
ext run time: 9/22/15
9/23/15
/24/15
Actions:

1. LdapSync: Sync across users from LDAP

[test] will be synced to the desired schedule.

=l
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Configure Client Tasks to Deploy the
Endpoint Encryption Agent

= Please follow ePO SOP to add a client to manage.

= |n system tree, select the client system and click Action
=>Agent=>Run Client task Now

|:| System Name A Managed State Tags I
E CCC-PC Managed AMT, Worlkstation 1
Deploy Agents
Modify Policies on a Single System

Modify Tasks on a Single System

Run Client Task Now I

Choose Columns I
] Set Description

Dnve Encryption

Set Policy & Inheritance
Drive Encryption Go

Show Agent Log
Export Table

Show Client Events
Tag

Show Threat Events
AMT Achions

Transfer Systems

Application Control Update Now

en
1 of 1 selected Wake Up Agents Ping
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Configure Client Tasks to Deploy the
Endpoint Encryption Agent

In product, please select McAfee Agent=>Product
Deployment=>Create New Task

Systems Section

System Tree

Select a task object from the list of Tasks and set additional options for the task under the "Options" tab below. Note that "Run Now™ tasks will only work on Microsoft Windows operating systems.

Product Task Type Task Name
[Filter list... || |[Filter list... || |[Filter list...
eP0 Deep Command 2.3.0 McAfee Agent Statistics Deploy ePO Deep Command Client
.| McAfee Agent Wakeup .| Deploy ePO Deep Command Discovery and Reporting Plugin
Solidcore 6.1.3 . Mirror Repositories (Windows only) . DeploySolidcore
| Product Deployment § Metering Deployment Task

Product Update

I:r Create New Task I

S pr——
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Configure Client Tasks to Deploy the
Endpoint Encryption Agent

Select McAfee Drive Encryption Agent for windows and
click “+” and select McAfee Drive Encryption for
Windows. =>Run Task Now

Systems Section

System Tree

Run Client Task Now

Target platforms:

E
=]
o
=
o

Security Appliances

553798

=
LS~ o
o0& g

oOooogogdg

Solaris
[ wind River Linux
M windows

aiuetendleanne ts: [McAfee Drive Encryption Agent for Windows 7.1.3.547 Adlm: Install Language: |Language Neutral| v | Branch: =

Command line: | |

I [McAfee Drive Encryption for Windows 7.1.3.547 Aion: Install Language: [Language Neutral[ v | Branch: |

Command line: | |

"Postpone Deployment” dialog box |:| Allow end users to postpone this deployment
(Windows systems only):
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Configure Client Tasks to Deploy the
Endpoint Encryption Agent

= To check the status and click Close

Systems Section

System Tree

Running Client Task Status

Running Task: McAfee Agent = Product Deployment = McAfee Agent = Product Deployment
Initiated: 9/21/15 3:31:00 PM by admin

System Status
» My Organization = Test = CCC-PC -
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Configure Client Tasks to Deploy the
Endpoint Encryption Agent

After completed install, client will be reboot itself.

After client reboot, click agent => About, you can see

drive encryption agent and drive encryption
o . ==

McAfee

Agent ID: {CDEVD94E-B
ePO Server/fAgent Handler

DHS Name: ADWVANTECH.
IP Address: 172.22.2.100
Port Number: 443

McAfee Drive Encryption Agent

Version num ber: 7.1.3.547
Language: Multiple
McaAfee Drive Encryption |
Version num ber: 7.1.3.547 |7

Copyright € 1995-2013 Mcafee, Inc.
All Rights Reserve d.
www. mcafee.com

Copy to Clipboard | AD\‘\NTECH




Configure Client Tasks to Deploy the
Endpoint Encryption Agent

= Agent => Quick Settings =>Show Drive Encryption
Status, You can see System State is inactive

Mchfee Drive Encryption System Sta_ ﬁ

W;Ilﬁﬂclﬁfee Drive Encryption ®

System State

Volume Status
Mo Volume Information

9/22/2015 2:36:22 PM Policy enforcement has completed

Close | | Modules
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Add Group Users

= Menu => Data Protection => Endpoint Encryption Users

Menu ¥ ‘ @ Dashboards ﬁ'%. System Tree &) Queries B Reports

E i Policy Catalog

Recent Pages Reporting

Encryption Users
e i @ Dashboards

ﬁ'%, System Tree ,
Queries & Reports

d
@ Dashboards 'g_ Threat Event Log

® Server Tasks
o % McAfee Labs

____ﬂ Registered Servers

; Solidcore Events
—

3;:'1

i)

Description

Solidcore Alerts

jhdl Encryption Users

Ed Content Change Tracking
Assign users to machine for disk
encryption

Software
? Product Deployment
g  Software Manager

= Master Repository

Systems Section

ﬁ System Tree

| Tag Catalog

Automation

E Server Task Log
O™ Server Tasks

') Automatic Responses

Enabling an Intelligent Planet

Policy

Policy Catalog

Policy Assignments
Policy Assignment Rules
Policy Comparison
Client Task Catalog

Client Task Assignments

Client Task Comparison

Data Protection

jud Encryption Users I

i Encrypti| Encryption Users
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Add Group Users

= Actions=>Drive Encryption=>Add User

Data Protection
Encryption Users

v My Organization Group Users

AMT devices Systems : System Users

DeploySolidcore

[2i==8 This Group Only Custom: _ Quick find:

Enable_Solidcore

none [] system Name A Tags
Pull Inventory W | ccc-pc I AMT, Workstation
Test
unconfigure
» Lost&Found
Choose Columns Add User(s) I
I Drive Encryption [ 3 I View Users

Export Table
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Add Group Users

= Click open folder icon

Data Protection

Encryption Users

Add Drive Encryption Users

Users: | o

From the groups: |

!ﬂ*

[ ] rRecursive

From the organizational units: |

!ﬂx

[] Recursive
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Add Group Users

= Select LDAP server in Look in, and extract the existed
domain group

Select Users

Look in: |t35t

Browse Groups Users (limited to 2,000 records) Hide Filter

EES Container only quick find: ||| Clear [ |

* epodomain

Name A | Attnbute Distinguished Name

No results found
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Add Group Users

Choose Users and check Administrator, and click OK

Look in:
rs i 03,000 rect

= o8 Container only Quil:kﬁnd:_ Apply [NeEEN ||

Builtin
Computers Name A Attribute Distinguished Mame
Domain Controllers E Administrator Administrator CN=Administrator,CN=Users, DC=epodomain,DC=com I
ForeignSecurityPrincipals |:| Guest Guest CN=Guest,CN=Users,DC=epodomain,DC=com
Managed Service Accounts O | krbtgt krbtgt CM=krbtgt, CN=Users,DC=epodomain,DC=com

® Program Data O | lin roger rogerlin CN=lin roger, CN=Users, DC=epodomain,DC=com

» System

< >
Cancel

rnaoung an rrewgent rianet




Add Group Users

= Click OK to complete add group user

Data Protection

Encryption Users

Add Drive Encryption Users

Users:

|CN=Admini3trator,CN= Users,DC= epadomain,DC=| Pl

From the groups: | !EI
[ recursive

From the organizational units: | !EI
1 recursive

ADVANTECH
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Configure EEPC Product Settings Policy

= Click system tree, click group in left pane, and click
Assigned Policies

Dashboards System Tree Queries & Reports 3 | Policy Catalog
L & :

Systems Section

Sy S te m T fee Mew Systems | | New Subgroups

Systems Assigned Policies Assigned Client Tasks Agent Deployment

» My Organization

Menu ¥

Preset: Custom: _ Quick find:
AMT devices
DeploySolidcore [] sSystem Name A | Managed State Tags
Enable_Solidcore | [] | ccc-pc Managed Workstation
none

Pull Inventory

Test

unconfigure

w Lost&Found
ADVANTECH
WORKGROUP
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Configure EEPC Product Settings Policy

= Select product: Drive Encryption 7.1.3 and to check it
show Product Settings and User Based Policies

Menu ¥ ‘ {S) Dashboards i'i System Tres €l Queries & Reports l Policy Catalog

Systems Section

Sy Ste m Tree Mew Systems | | New Subgroups

-

w» My Organization

Assigned Policies Assigned Client Tasks | Group Details

Agent Deployment

20w 11+l Drive Encryption 7.1.3 Enforcement status: Enfordng

AMT devices

DeploySolidcore Category Policy Server Inherit from
Enable_Solidcore Product Settings My Default Local (WIN-PRRECOSCMLG) | My Organization
none User Based Policies My Default Local (WIN-PRRECOSCMLG) My Organization
Pull Inventory Add Local Domain User Settin{ My Default Local (WIN-PRRECOSCMLG) My Organization
Test

unconfigure
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Configure EEPC Product Settings Policy

Click My Default near Product Settings

Systems Section

Sy stem T ree Mew Systems | | New Subgroups

Systems Assigned Policies Assigned Client Tasks Agent Deployment

» My Crganization

AMT devices Product: Enforcement status: Enforcing
DeploySolidcore Category Policy Server Inherit from
Enable_Solidcore Product Settings My Default Local (WIN-PRR6COSCMLG) My Organization
none User Based Policies Local (WIN-PRR6COSCMLG) | My Organization
Pull Inventory Add Local Domain User Settin| My Default Local (WIN-PRRECOSCMLG) My QOrganization
Test
unconfigure
w Lost&Found
ADVANTECH
WORKGROUP

Enabling an Intelligent Planet ADVANTECH



Configure EEPC Product Settings Policy

In General tab

Systems Section

System Tree

Drive Encrypltion 7.1.3 > Product Settings = My Default

Encrypbion | Log On | Recovery | Boot Options | Theme | Out-of-Band | Encryption Providers | Compamon Devices |

Enable policy:

[1 only activate if health check {Drive Encryption : Go) passes

Logging level: |Error, Warnings and Informational
Harden against cold boot attacks @ The system is locked.
when:

@ The user is logged off.

@ The system is in standby.

This feature 1= only available on systems that support it.
Expire users who do not login: ]

Expiry after |1 hour(s) (1-8640)

Allow users to create endpoint info E
file:

Enabling an Intelligent Planet
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Configure EEPC Product Settings Policy

= In Encryption Tab

Systems Section

System Tree

Drive Encryption 7.1.3 > Product Settings > My Default

General Log On | Recovery | Boot Options | Theme | Out-of-Band | Encryption Providers | Companion Devices |

Encrypt To change the prionty, grab the handle { ] and drag the row (highest prionty is at the top)
Q O
Encryption Provider MNone Boot disk {:nh_.r All disks except boot disk Selected partitions Actions

PC Opal (@ b1 ®
PC Software & L 4 L 4 L g Move To Top
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Configure EEPC Product Settings Policy

= In LogOn Tab

Systems Section

System Tree

Drive Encryption 7.1.3 > Product Settings > My Default

Recovery Boot Options Theme
R

Enable automatic booting: O

Until expiration date

s / 22 / 2015 | (1 [v]:00[v] AM[v]

Use UTC

Disable and restart system after |3 (1-10) failed logons or unlocks (Windows only, Vista onwards)
Allow temporary automatic E
booting:
Use of TPM for automatic booting: ®) Never

() If available

(:} Required (Note: if TPM is not available on the system, automatic booting will not be enabled)

Pre-boot power management: [] Automatically shutdown pre-boot after a period of inactivity: 1 {1-60 minutes)

Log on message: (0-3000 characters. This includes non printable characters.)
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Configure EEPC Product Settings Policy

= In LogOn Tab

Do not display previous user name @
at log on:

Enable on screen keyboard: @

|:| Always display on screen keyboard

Add local domain users (and tag (®) Disabled

with 'EE:ALDU"): _
() Add all previous and current local domain users of the system

) Only add currently logged on local domain user{s): activation is dependent on a successful user assignment

Enable accessibility: |:|

Disable pre—ho-ot authentication D {R_Equu-es recovery to be Enab|ed:]
h ot hronized:

e After days (1-365)

Read username from smartcard: |:|

Subject ﬂ s the certificate field which will contain the username
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Configure EEPC Product Settings Policy

= In Recovery Tab

Systems Section

System Tree

Drive Encryption 7.1.3 > Product Settings = My Default

[ g
Administrator recovery
Enabled: I

Key siz:

Message:

(0-3000 characters. This includes non pnntable characters.)

Self-recovery

Allow users to re-enroll self-
recovery information at PBA:

Enabling an Intelligent Planet
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Configure EEPC Product Settings Policy

= In Boot Options Tab

Systems Section

System Tree

Drive Encryption 7.1.3 > Product Settings > My Default

General | Encryption | Log On | Recovery | Theme | Qut-of-Band | Encryption Providers | Companion Devices |

Enable Boot Manager:

Always enable pre-boot USB
support:

Enable pre-boot PCMCIA support:

Graphics mode:

O]

Partition 1 (1

Partition 2 |2

Partition 3 |3

Partition 4 4

| Time out

Time out |30 n seconds (1 - 300)

O]
O
|Automatic

Enabling an Intelligent Planet
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Configure EEPC Product Settings Policy

= Click Save

Systems Section
System Tree

Drive Encryption 7.1.3 > Product Settings > My Default

Partition 1 |1

Partition 2 |2

Partition 3 |3

Partition 4 (4

+f| Time out

Ti t n seconds (1 - 300)

Always enable pre-boot USB O
support:
Enable pre-boot PCMCIA support: O
Graphics mode: |Aut0matil:

ADVANTECH
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Configure EEPC User Based Policy (UBP)
Settings

= Click My Default near user based Policies

Systems Section

Sy stem Tree MNew Systems | | Mew Subgroups

Systems Assigned Policies Aszsigned Client Tasks Agent Deploy

w My Organization

¢l Drive Encryption 7.1.3 Enforcement status: Enforc

AMT devices
DeploySolidcore Category Policy Server Inherit fre
Enable_Solidcore Product Settings My Default Local (WIN-PRRECOSCMLG) | My Organ
none User Based Policies | My Default | Local (WIN-PRRSCOSCMLG) | My Organ
Pull Inventory Add Local Domain User Settin| My Default Local (WIN-PRRECOSCMLG) | My Organ
Test
unconfigure

» Lost&Found

ADVANTECH
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Configure EEPC User Based Policy (UBP)
Settings

= |n Authentication Tab

Systems Section

System Tree

Drive Encryption 7.1.3 > User Based Policies > My Default

Password Password Content Rules Self-recovery Companion Devices
Token type: |Pasﬁword only il |

Certificate rule:

Logon Hours: [] apply restrictions

Midnight (&M) MNoon (PM)

I:lallu:uw
I block
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Configure EEPC User Based Policy (UBP)

Settings

In Password Tab

Systems Section

System Tree

Default password:

Password change:

Incorrect passwords:

Allow showing of password:

Drive Encryption 7.1.3 > User Based Polidies > My Default

Authentication Password Content Rules | Self-recovery ‘ Companion Devices |

[] change default password
Password
Confirm

|:| Do not prompt for default password

E Enable password history changes (1-100)

] prevent change

] require change after days (1-366)

Wam user days before password expires (0-3

Timeout password entry after invalid attempts (3-20)
Maximum disable time minutes (1-64)
E Invalidate password after invalid attempts (3-100)

]

Enabling an Intelligent Planet
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Configure EEPC User Based Policy (UBP)
Settings

= In Self Recovery Tab

Systems Section

System Tree

Drive Encryption 7.1.3 > User Based Policies > My Default

Authentication | Password | Password Content Rules ‘ Companion Devices |

Enable self-recovery: E

Invalidate self-recovery after no. A
of invalid attempts:

Mo. of attempty: 1-100)

Questions to be answered: -10)
Logons before forcing user to set EI {0-20)
answers:
Questions: English (US : i j
- o What is your favorite color? -
Chinese (Traditional) Question | Y |
Shltnise (Simplified) Min answer length (1-200)
utc
French i What is your pet's name? =
German Question | i P ; |
GFE_Ek Min answer length (1-200)
Italian
Japanese Question |Whu is your favorite musician? | -
Korean
Brazilian Portuguese Min answer length -2 (1-200)
Portuguese
Spanish Question |what is a memorable date? | -
Danish
ESI:D_nIan Min answer length (1-200)
Finnish
Norwegian Question |What is your date of birth? | —
Polish j—
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Configure EEPC User Based Policy (UBP)
Settings

= In Companion Devices Tab

Systems Section

System Tree

Drive Encryption 7.1.3 > User Based Polides = My Default

Authentication | Password | Password Content Rules | Self-recovery |

Recovery: [ ] Enabled

Password Definition: @® PIN, exactly & digits

() PIN, exactly & digits
{:} Password, minimum & with 1 numenc, 1 alphabebic
{:} Password, minimum & with 1 numeric, 1 uppercase and 1 lowercase

{:} Password, minimum 8 with 1 numeric, 1 uppercase, 1 lowercase and 1 symbol
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Configure EEPC User Based Policy (UBP)
Settings

= Click Save

Systems Section
System Tree

Drive Encryption 7.1.3 > User Based Polides > My Default

[] Enabled

(@) PIN, exactly 6 digits
() PIN, exactly 8 digits
O Password, minimum 6 with 1 numeric, 1 alphabetic
O Password, minimum 6 with 1 numeric, 1 uppercase and 1 lowercase

O Password, minimum 8 with 1 numeric, 1 uppercase, 1 lowercase and 1 symbeol

£ BN E
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Assign policies

Click System

Systems Section

Sy stem T ree Mew Systems | | Mew Subgroups

» My Organization

20N Drive Encryption 7.1.3 Enforcement stat

AMT devices
DeploySolidcore Category Policy Server
Enable_Solidcore Product Settings My Default Local {WIN-PRRECOSCMLEG)
none User Based Policies My Default Local (WIN-PRRECOSCMLG)
Pull Inventory Add Local Domain User Settin{ My Default Local (WIN-PRRECOSCMLG)
Test
unconfigure

w» Lost&Found
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Assign policies

= Check system and click Wake Up Agents
Preset: custom: [PPSR  Qui

|:| System Name & Managed State Tags

T CCC-PC Managed Workstation

Actions w 1 of 1 selected .- Walke Up Agents :: Ping
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Assign policies

= Check Force Complete policy and task update and click
OK

System Tree

Click "OK" to send the wake-up call to the target systems. To see the status of the wake-up call, go to the Server Task Log.

Target systems: CCC-PC

Wake-up call type: ® Agent Wake-Up Call
() Superagent Wake-Up Call

Randomization: EI minutes:

Options: @ Retrieve all properties even if they haven't changed since the last time they were collected. If unchecked only retrieve changed properties.
Force policy update: i Force complete policy and task update

MNumber of attempts: (Enter 0 for continuous attempts.)

Retry nterva:
Abort after:

Wake up Agent using: @ All Agent Handlers

Last Connected Agent Handler

Selected Agent Handler:
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Assign policies

= You can see client Agent => Quick Settings =>Show
Drive Encryption Status in several minutes and state Is
Active

McAfee Drive Encrypticn System Stam- &

W McAfee | Drive Encryption®

An Intel Company

System State

Volume Status
C: - 0.07% Encrypted (Encrypting).

5/22/2015 3:23:05 PM Policy erforcement has completed

Close | | Modules | |Sa'u'e Machine Infa...
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Assign policies

= |t will take several hours for the first time encryption
= You can see encryption completed

McAfee Drive Encryption System Status k 26!

W McAfee | Drive Encryption ®

An Intel Company

System State

Volume Status
C: - Encrypted.

Active

972372015 9:02:21 AM Policy enforcement has completed

Close | | Modules | |Sa'u'e Machine Infa...
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Drive Encryption Login

= Please type Administrator (or you set user in Add Group
User section)

-l‘
'@ McAfee | Drive Encryption®
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Drive Encryption Login

= Default Password: “12345” , after typing the password,
system asks you to modify your password.

—

| Drive Encryption ®
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Drive Encryption Login

= Please answer some question. You need to type these
answer If you lost your password.

Y McAfee ' Drive Encryption ®

An tel Company

Y McAfee | Drive Encryption ®

[

== 2
—— =
— .H.E@j:g:%—_i } ‘\M — l Concel '
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