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1. Overview

Provide a collection of Node-RED nodes to access RMM services by using standard
RESTful APIs. User can use those nodes to combine RMM features for specific application
integrating and data flow controlling.

About device query, user can get software/hardware monitoring status, device list,
gateway sensor list, and etc. About device control, user can control device power on/off,
switch McAfee protection, start Acronis backup and recovery and screen shot. About event
manipulation, user can send Email and SMS messages, as well as receive the all events from

RMM server when event occurs.



2. Node Red Plug-in Nodes

Category Description Nodes

SWData
HWData
HDDData
NetworkData
GWSensor
SuSIControl
HDDMonitor
ProcessMonitor

DeviceQuery | Device status and information querying,
include software/hardware monitoring
status, network status, hard disk status

and etc.

CENCORESEN R OUTEE:E BN ORIV

NetMonitor

Event Manipulation of message notifying and 1. EmailSend
event receiving from RMM server through | 2. SMSSend
long polling or websocket. 3. LongPolling

4. WSRetrieve
5. WSServer

2.1 General

® ServerSetting

Description:
Set url, port, username and password for RMM server. The node support basic mode and

OAuth mode. User can switch basic mode and OAuth mode.
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Basic mode will request server address, server port, login name and login password.

Edit ServerSetting node

* Type Basic v
¥ Name
@ URL localhost 8080

& Username | admin

& Password ssssssen

Ok Cancel

OAuth mode is base on Authorization Code Grant Flow of OAuth 2.0. The node will request server
address and server port. User need to get credential by clicking red-box button. The node will
show “Click here to authenticate with RMM” button. If user clicks it and then the node will
redirect to RMM credential web page. User can get credential by login RMM credential web

page. If login success, the node will save your credential and use it.

Edit ServerSetting node
* Type OAuth v
& SAID Add new credential... Al d
¥ Name
@ URL 172.22.12.195| 8080
Ok Cancel




Add new credential config node

Click here to authenticate with SUSIAccess

Cancel

susiAccess

Do you want to authorize youre account ?

Authorize Cancel

AD\ANTECH

Edit ServerSetting node
% Type OAuth v
& SAID 18215.fffe7deb r &
% Name
@ URL localhost 8080
0Ok Cancel
Input:

A timer or button triggered events.
Output:

Message contains properties of msg.url, msg.port and msg.encodestr.

DeviceGet

Description:

Retrieve device information list from RMM server.



Input:
1. “ServerSetting” node.
2. Properties should be set (msg.url, msg.port, msg.username, msg.pwd) in an
incoming message.
Output:

Device information list with JSON string format.

SensorGet

Description:

Retrieve sensor id list for specific agent ID.

Edit SensorGet node

% Name

% Device ID | 0000000BAB4231C8|

Ok Cancel

Input:
ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd.
Output:

Sensor information list with JSON string format.

FileDownload

Description: Download a url link and save to specified path.

Edit FileDownload node

% Name |

I Filename C:\\screenshot.png

Ok Cancel

Input: msg.downloadurl.



2.2 DeviceQuery

® SWData

Description:

Retrieve software and operation system information for specific agent ID.

Edit SWData node

% Name

% Device ID | 0000DDOBAB4231C8|

Ok Cancel

Input:
ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd.
Output:

Process Monitor information list.

® HWData

Description: Retrieve hardware monitor information of values for specific agent ID.

Edit HWData node

¥ Name

# Device ID 0000000BAB4231C8|

Ok Cancel

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd.
Output: SUSIIOT Information list.

® HDDData

Description: Retrieve hard disk information for specific agent ID.



Edit HDDData node

% Name

% Device ID | DD0D00OBAB4231C8|

Ok

Cancel

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd.

Output: HDDMonitor Information list.

NetworkData

Description: Retrieve network information for specific agent ID.

Edit NetworkData node

® Name

=% Device ID 0000000BAB4231C8|

Ok

Cancel

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd.

Output: NetMonitor Information list.

GWSensor

Description: Retreive the IoTGW sensor reported data from database, depend on sensorld

existed.

Edit GWSensor node

% Name

% Device ID | 0000000BAB4231C8|

Ok

Cancel

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd.

Output: Gatway sensor Information list.
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® SUSIControl

Description: Retreive the SUSIControl reported data from database, depend on sensorld

existed.

Edit SUSIControl node

¥ Name

=% Device ID 0000000BAB4231C8)|

Ok Cancel

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd.

Output: SUSIIoT Information list.

® HDDMonitor

Description: Retreive the HDDMonitor reported data from database, depend on sensorld

existed.

Edit HDDMonitor node

¥ Name

=% Device ID OOOOOOOBAB4231C8|

Ok Cancel

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd.

Output: HDDMonitor Information list.
® ProcessMonitor

Description: Retreive the ProcessMonitor reported data from database, depend on sensorld

existed.
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Edit ProcessMonitor node

¥ Name |

% Device ID 0000000BAB4231C8

Ok Cancel

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd.

Output: Process Monitor information list.

® NetMonitor

Description: Retreive the NetMonitor reported data from database, depend on sensorld

existed.

Edit NetMonitor node

% Name

# Device ID | 0000000BAB4231C§|

Ok Cancel

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd.

Output: NetMonitor Information list.

2.3 DeviceCtrl

® PowercCtrl

Description: Set device to power on, power off, sleep, hibernate, reboot.
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Edit PowerCtrl node

¥ Name “

% Device ID 0000000BAB4231C8

= Method Reboot M

Ok Cancel

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd.

Output: { "result"” : true } or error code description

ProtectCtrl

Description: Set device to install/update McAfee, protect, unprotect, activate.

Edit ProtectCtrl node

% Name

=% Device ID 0000000BAB4231C8

= Method Activate M
& Company ‘ |
=SSN

Ok Cancel

Edit ProtectCtrl node

¥ Name

% Device ID 0000000BAB4231C8

= Method Install v
= Activate False M
Ok Cancel
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Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd.

Output: { "result"” : true } or error code description

AcronisCtrl

Description: Set device to install/update Acronis, backup, recovery, activate.

Edit AcronisCtrl node

¥ Name

% Device ID 0000000BAB4231C8

= Method Install v

= Activate 50 %o

= Activate False v
Ok Cancel

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd.

Output: { "result" : true } or error code description

ScreenShot

Description: Retrieve current screenshot for specific device.

Edit ScreenShot node

% Name |

% Device ID 0000000BAB4231C8

Ok Cancel

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd.

Output: Get a relative path for specific device.

SUSICtrlSet

Description: Set SUSIIoT value to specific device.
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Edit SUSICtriSet node

% Name

@ URL 172.22.13.25 8080

& Username | admin

& Password ssnen

% Device ID 0000000BAB4231C8

& Sensor ID | /GPIO/GPIOO7/Dir T

= Sef Value value v ||

Ok Cancel

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd.

Output: { "result"” : true } or error code description

2.4 Event

® EmailSend

Description: Send the Email by using RMM 3.1 server.
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Edit EmailSend node

% Name |

@ Server mail.advantech.com.tw

35 Port 25 SSL v
& Account tung.yi

& Password sssssnne

& Sender tung.yi@advantech.com.tw

& Subject Subject

& Recipient tung.yi@advantech.com.tw

Test send

Ok Cancel

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd.

Output: { "result"” : true } or error code description

SMSSend

Description: Send the SMS by using RMM 3.1 server.
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Edit SMSSend node

¥ Name

@ API ID clickatell id

& Account clickatell account
& Password sssssessssces
L. Phone 886910526771
test send|

Ok Cancel

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd.

Output: { "result"” : true } or error code description

LongPolling

Description: Retrieve event from database, if event be generated and newer event id larger
than "lasteventid". It will be kept 60s on this request without event be generated.
Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd.

Output: Get the event of system, operator and device when the event is occurred.

WSRetrieve

Description: Retrieve event from database by using websocket.
Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd.

Output: Get the event of system, operator and device when the event is occurred.

WSServer

Description: Provide a websocket server for port 9876, the node will broadcast when
msg.payload entry.
Input: msg.payload.

17



2.5 DBCtrl

® DBCreate

Description: Create a table with the name, length and type of column under RMM 3.1

postgre database.

Edit DBCreate node

¥ Name |

£ TableName | mytable

% Field Name
= Field Type | character v
¥ Length
= Allow NULL | True v
+ Add
name type length allownull
2aaa character 256 true
bbbb timestamp true
ccec double true

Ok Cancel

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd.

Output: { "result"” : true } or error code description.

® DBInsert

Description: Insert data into an existed table of RMM 3.1 postgre database.
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Edit DBInsert node

¥ Name

@ URL 172.22.13.25 8080

& Username | admin

& Password ssnen

£ TableName | mytable

+ Get Table Columns

column name value
aaaa(char) 123
bbbb(ts) 2015/08/06
cccc(double) 345

Ok Cancel

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd.

Output: { "result"” : true } or error code description.

DBQuery

Description: Query data from an existed table of RMM 3.1 postgre database.
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Edit DBQuery node

% Name
@ URL 172.22.13.25 8080
& Username admin
& Password sssss
£ TableName | mytable
+ Get Columns Fields v
CheckBox selectFields
v aaaa
7 bbbb
7 ccce

Ok Cancel

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd.

Output: Query data from specific table.

DBDelete

Description: Delete data from an existed table of RMM 3.1 postgre database.
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Edit DBDelete node

% Name

@ URL 172.22.13.25 8080

& Username | admin

& Password ssses

& TableName  mytable

+ Get Columns Condictions v
FieldName Operator Value
x aaaa = 555
CCCC Y= v 777 + Add Condition
Ok Cancel

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd.

Output: Delete data from specific table.

DBUpdate

Description: Change data from a existed table of RMM 3.1 postgre database.
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Edit DBUpdate node

% Name

@ URL 172.22.13.25 8080

& Username admin

& Password sssss

£ TableName | mytable

+ Get Columns Fields v
Field Value -
x aaaa newvalue
-
aaaa ¥ | newvalue + Set Fields
Ok Cancel

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd.

Output: Update data from specific table.
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3. Installation

3.1 Install Node.js

® Step 1: Download installer from https://nodejs.org
® Step 2: Double-click to install Node.js
Click Next to start Setup Wizard

ﬁ MNode.js Setup EI = @

Welcome to the Node.js Setup Wizard

n d c The Setup Wizard will install Nede.js on your computer. Click
MNext to continue or Cancel to exit the Setup Wizard.

Accept License Agreement

15/ Node s Setup =] = ]
End-User License Agreement
Flease read the following license agreement carefully n d o

Node's license follows: e

Copyright Joyent, Inc. and other Node contributors. All rights
reserved. Permission is hereby granted, free of charge, to any person
obtaining a copy of this software and associated documentation files
(the "Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject

tn the fnllmainn randitinneg:

EII accept the terms in the License #\greemenq

[ Frint ] [ Badk ][ Next ] [ Cancel

Select installation path
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https://nodejs.org/

4] Node js Setup

Destination Folder

Choose a custom location or dick Next to install n . d ¢ f,_fa

Install Mode. js to:

IC:\Program Files\nodeis|,

Back || Next | [ cancel

Custom selection

5l Nodejs Setup

Custom Setup

Select the way you want features to be installed. n . d ¢ r_@

Mode.js runtime Install the core Mode.js runtime
npm package manager (node.exe).
Online documentation shortouts
Add to PATH

This feature requires 10MB on your
hard drive. Ithas 2of 2
subfeatures selected. The
subfeatures require 16KE on your

hard drive.
1 I} 3
Browse...
Reset Il Disk Usage [ Back | mext || caneel |
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Begin the installation

5l Nodejs Setup

Ready to install Node.js n . d ¢ @

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Installation progress

14 Node,js Setup

Installing Node.js n . d c @

Please wait while the Setup Wizard installs Node js.

Status:

Back || next | [ cancel ]
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Installation complete

75 Nodejs Setup e = @

Completed the Node.js Setup Wizard

Click the Finish button to exit the Setup Wizard.

N ¢

Mode.js has been successfully installed.

[ Finsh |

3.2 Install Node Red

® Open “cmd.exe” and type “npm install —-g node-red”

B RHESES STET
dnode_modules ws “node_modules“bufferutil build“Re lease~bufferutil.1lib and ob
dect G:Users“tung.yivippData“Roaming“npm-node modules“node—red-node_modules™
ws“node_modules“bufferutil~build“Release~bufferutil. exp
Generating code
Finished generating code
bufferutil_vexproj —> C:-Userstung.yisAppData“Roaming“npminode_modules~node—
redsnode_modules ws node modules bufferutil build~Release~hufferutil.node

> serialport@l.?.4 install SsersStung . yiAppDatasRoaming~npmsnode_modules “nod)|
le—red~node_modulesnode—red—node—serialport wnode_modules~serialport
> node—pre—gup install —fallback—to—build

[serialport] Succes “C:slgersStung . yivAappDatasRoaming ~npm-node_modules node—re|
id~node_modules~node—red—node—serialport node_modulessserialport build~serialport|
“w1l.?7.4"Releasenode—vll—win3Z—x64 serialport.node” is installed via remote
IC:~Users~tung . yi~AppDataRoaming~npmsnode—red—pi —> C:“Users“tuny.yi“AppData“Roal
ming~npnnode_modulesnode—red~bin~node—red—pi
IC:“Users~tung . yi~AppDatasRoaming~npmnode—red —> G:“Users“tung.yi~AppData“Roamin
s ~npnsnode_modulessnode—redsred. js
node—red@@_11 .1 €:~Users tung.yiAppDatasRoaming~npm-node_modules node—red
is—utf8E@.2 .0
on—headers@1.68.
node—red-node—rhelB.1.8
clone@l.@.2
mustacheB@2.1._2
semuerB@5S.@.1
passport—oauth2—client—passwordB@d_1_2 (passport—strategyBl _@_8>
cops@E2.7.1 <Cvary@l.@.1>
fs.notifyPR.A.4 CasyncBA.1.22, retrylEB.6.1>
nopt@3.8.3 <abbrevl@l.@.7>
passport—http-bearer@l.B.1 <{passport-strategyfi.B.@>
boryptjsB2.2.8
passportBA.2.2 {(pause@A.@.1. passport-strategy@i.@.@>
when@3_7_3
ocauthZorizel@l 1 <uid2@@.0.3,. utils—mergell.@.8. debuglB.7.4>
raw—bodyB@2.1.2 (bytes@2.1.8, unpipePl.B.8, iconv—lite@8.4.11>
sentimentPB.2.3 <asyncBB.2.18. lodashCli.3.12>
x«ml2jsPA.4.9 (saxP@.6.1. xmlbuilder@2.6.4>
cronfl.B.? <moment—timezonelB.3.1>
ngttEA.3.13 <readahle—stream@l.B.33>
follow—redirectsPA.B.6 <(debugl2.2._8>
ilBnextPl.18.2 (jsonSEB.2.8. il8next—client@l.18.2. cookiesBPB.5.8>
uglify—js@2.4.23 (uglify—to—browserifyfl.@.2, asyncBB.2.10, vargsE3.5.4,
source—mapBPa.1.34>
'777 cheerioPA.19.0 {(entitiesPl1.1.1, dom—serializerBA B, css—selectBl1.8.0, h
tmlparser2C3_8.3. lodashB3.18.1>
|F—— node-red-node—email@@.1.8 <{imapPB.8.14, nodemailerBi.3.4>
'777 fs—extralP@._22_1 (jsonfileP2._.2_1, graceful—-fsF4.1.2, rimrafB@2._.4_2>
F—— node—rednode—twitter@d.i.1l Ctwitter ngEB.6.2. cauthBGB.?.13,. requestB2_57)
-a>
—— node-red-node—feedparser@@.1.0 (feedparser@BB.19.2,. regquestB2._57.8>
—— expressB@3.20.3 (basic—authfl.8.8, merge—descriptors@l.08.8, utils—mergeBl.
8.0, cookie—signaturell.B.6. escape—htmlPl.8.1. freshEB.2.4. cookielB.1.2. metho|
dsf1.1.1,. range—parserfi.B.2,. vary@i.B.1. content—typefl.@.1, parseurlfi.3.@. co|
Intent—dispositionPB@_5_@, commanderP2_6_0, depdfli_ 0.1, debugB2_2_@, proxy—adderEi.
@.8, etagll.5.1. mkdirpPfB.5.8. send@B.12.3. connectlP2_.2%.2>
F—— beryptEA.8.3 C(hindings@1.2.1, nanB1.8.4>

'——— wsl@B.7.2 <optionsP@.B.6. ultronfl.B.2, utf-—B8-—validatefl.1.8. bufferutil@i)
-1.8>
—— node-red-node—serialportf@.@.2 (serialport@l.7.4>

C:“WUserstung.yi>
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3.3 Install node-red for RMM

® Set working directory as “users\<user name>"
® Open “cmd.exe” and type “npm i node-red-contrib-rmm3.1”

4. Flow Control Example

Example 1. User wants to take a screen shot for specific device and save the png file into a
specific location every morning at 7:00 a.m.

(2 ey — (o St — (o) Seisnan | — JiFiessumosa[c)

Example 2. User wants to get boot time, software monitoring, fan speed and CPU
temperature of a specific device and combine into JSON format. And then send the JSON
string to web-socket.

o s — SR — CJBRRE — oot

' 3
i) Get CPU Mem usage :

L

i a1
@ p—) Get CPU Temp and Fan speed _::,

'—'::’ | Create json string |': S

5. Reference url

https://www.npmjs.com/package/node-red-contrib-rmm3.1
https://github.com/ADVANTECH-Corp/node-red-contrib-rmm-3.1
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https://www.npmjs.com/package/node-red-contrib-susiaccess3.1
https://github.com/ADVANTECH-Corp/node-red-contrib-susiaccess-3.1

