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1. Overview 

Provide a collection of Node-RED nodes to access RMM services by using standard 

RESTful APIs. User can use those nodes to combine RMM features for specific application 

integrating and data flow controlling.  

About device query, user can get software/hardware monitoring status, device list, 

gateway sensor list, and etc. About device control, user can control device power on/off, 

switch McAfee protection, start Acronis backup and recovery and screen shot. About event 

manipulation, user can send Email and SMS messages, as well as receive the all events from 

RMM server when event occurs.  
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2. Node Red Plug-in Nodes 

Category Description Nodes 

General 

 

The settings of IP address, port number, 

login username/password of RMM server. 

Retrieval of device and sensor 

information. 

1. ServerSetting 

2. DeviceGet  

3. SensorGet 

4. FileDownload 

DeviceQuery 

 

Device status and information querying, 

include software/hardware monitoring 

status, network status, hard disk status 

and etc. 

1. SWData 

2. HWData 

3. HDDData 

4. NetworkData 

5. GWSensor 

6. SUSIControl 

7. HDDMonitor 

8. ProcessMonitor 

9. NetMonitor 

DeviceCtrl 

 

Remote control of RMM managed 

devices. 

1. PowerCtrl  

2. ProtectCtrl  

3. AcronisCtrl  

4. ScreenShot  

5. SUSICtrlSet  

Event 

 

Manipulation of message notifying and 

event receiving from RMM server through 

long polling or websocket. 

1. EmailSend  

2. SMSSend  

3. LongPolling 

4. WSRetrieve 

5. WSServer 

DBCtrl  

 

Transparent control of SQL database 

(PostgreSQL) in RMM server. 

1. DBCreate  

2. DBInsert  

3. DBQuery  

4. DBDelete  

5. DBUpdate  

 

2.1 General 

 ServerSetting 

Description:  

Set url, port, username and password for RMM server. The node support basic mode and 

OAuth mode. User can switch basic mode and OAuth mode. 
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Basic mode will request server address, server port, login name and login password. 

 
 

  OAuth mode is base on Authorization Code Grant Flow of OAuth 2.0. The node will request server 

address and server port. User need to get credential by clicking red-box button. The node will 

show “Click here to authenticate with RMM” button. If user clicks it and then the node will 

redirect to RMM credential web page. User can get credential by login RMM credential web 

page. If login success, the node will save your credential and use it.
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Input:  

A timer or button triggered events. 

Output:  

Message contains properties of msg.url, msg.port and msg.encodestr. 

 

 DeviceGet 

Description:  

Retrieve device information list from RMM server. 
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Input:  

1. “ServerSetting” node. 

2. Properties should be set (msg.url, msg.port, msg.username, msg.pwd) in an 

incoming message. 

Output:  

Device information list with JSON string format. 

 

 SensorGet 

Description:  

Retrieve sensor id list for specific agent ID. 

 

Input:  

ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd. 

Output:  

Sensor information list with JSON string format. 

 

 FileDownload 

Description: Download a url link and save to specified path. 

 

Input: msg.downloadurl. 

 



9 

2.2 DeviceQuery 

 SWData 

Description:  

Retrieve software and operation system information for specific agent ID. 

 

Input:  

ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd. 

Output:  

Process Monitor information list. 

 

 HWData 

Description: Retrieve hardware monitor information of values for specific agent ID. 

 

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd. 

Output: SUSIIoT Information list. 

 

 HDDData 

Description: Retrieve hard disk information for specific agent ID. 
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Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd. 

Output: HDDMonitor Information list. 

 

 NetworkData 

Description: Retrieve network information for specific agent ID. 

 

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd. 

Output: NetMonitor Information list. 

 

 GWSensor 

Description: Retreive the IoTGW sensor reported data from database, depend on sensorId 

existed. 

 

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd. 

Output: Gatway sensor Information list. 
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 SUSIControl 

Description: Retreive the SUSIControl reported data from database, depend on sensorId 

existed. 

 

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd. 

Output: SUSIIoT Information list. 

 

 HDDMonitor 

Description: Retreive the HDDMonitor reported data from database, depend on sensorId 

existed. 

 

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd. 

Output: HDDMonitor Information list. 

 

 ProcessMonitor 

Description: Retreive the ProcessMonitor reported data from database, depend on sensorId 

existed. 
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Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd. 

Output: Process Monitor information list. 

 

 NetMonitor 

Description: Retreive the NetMonitor reported data from database, depend on sensorId 

existed. 

 

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd. 

Output: NetMonitor Information list. 

 

2.3 DeviceCtrl 

 PowerCtrl 

Description: Set device to power on, power off, sleep, hibernate, reboot. 
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Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd. 

Output: { "result" : true } or error code description 

 

 ProtectCtrl 

Description: Set device to install/update McAfee, protect, unprotect, activate. 

 

  



14 

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd. 

Output: { "result" : true } or error code description 

 

 AcronisCtrl 

Description: Set device to install/update Acronis, backup, recovery, activate. 

 
Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd. 

Output: { "result" : true } or error code description 

 

 ScreenShot 

Description: Retrieve current screenshot for specific device. 

 

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd. 

Output: Get a relative path for specific device. 

 

 SUSICtrlSet 

Description: Set SUSIIoT value to specific device. 
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Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd. 

Output: { "result" : true } or error code description 

 

2.4 Event 

 EmailSend 

Description: Send the Email by using RMM 3.1 server. 
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Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd. 

Output: { "result" : true } or error code description 

 

 SMSSend 

Description: Send the SMS by using RMM 3.1 server. 
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Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd. 

Output: { "result" : true } or error code description 

 

 LongPolling 

Description: Retrieve event from database, if event be generated and newer event id larger 

than "lasteventid". It will be kept 60s on this request without event be generated. 

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd. 

Output: Get the event of system, operator and device when the event is occurred. 

 

 WSRetrieve 

Description: Retrieve event from database by using websocket. 

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd. 

Output: Get the event of system, operator and device when the event is occurred. 

 

 WSServer 

Description: Provide a websocket server for port 9876, the node will broadcast when 

msg.payload entry. 

Input: msg.payload. 
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2.5 DBCtrl 

 DBCreate 

Description: Create a table with the name, length and type of column under RMM 3.1 

postgre database. 

 

Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd. 

Output: { "result" : true } or error code description. 

 

 DBInsert 

Description: Insert data into an existed table of RMM 3.1 postgre database. 
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Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd. 

Output: { "result" : true } or error code description. 

 

 DBQuery 

Description: Query data from an existed table of RMM 3.1 postgre database. 
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Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd. 

Output: Query data from specific table. 

 

 DBDelete 

Description: Delete data from an existed table of RMM 3.1 postgre database. 
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Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd. 

Output: Delete data from specific table. 

 

 DBUpdate 

Description: Change data from a existed table of RMM 3.1 postgre database. 
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Input: ServerSetting Node or set msg.url, msg.port, msg.username, msg.pwd. 

Output: Update data from specific table. 
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3. Installation 

3.1 Install Node.js 

 Step 1: Download installer from https://nodejs.org 

 Step 2: Double-click to install Node.js 

Click Next to start Setup Wizard 

 

Accept License Agreement 

 

Select installation path 

https://nodejs.org/
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Custom selection 
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Begin the installation 

 

Installation progress 

.  
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Installation complete 

 

 

3.2 Install Node Red 

 Open “cmd.exe” and type “npm install –g node-red” 
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3.3 Install node-red for RMM 

 Set working directory as “users\<user name>” 

 Open “cmd.exe” and type “npm i node-red-contrib-rmm3.1” 

 

4. Flow Control Example 

Example 1. User wants to take a screen shot for specific device and save the png file into a 

specific location every morning at 7:00 a.m. 

 

 

Example 2. User wants to get boot time, software monitoring, fan speed and CPU 

temperature of a specific device and combine into JSON format. And then send the JSON 

string to web-socket. 

 

5. Reference url 

https://www.npmjs.com/package/node-red-contrib-rmm3.1  

https://github.com/ADVANTECH-Corp/node-red-contrib-rmm-3.1  

https://www.npmjs.com/package/node-red-contrib-susiaccess3.1
https://github.com/ADVANTECH-Corp/node-red-contrib-susiaccess-3.1

