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1. Software Installation

1.1. Windows Server Installation

2.1.1. Installation
Double click “RMM 3.1ServerSetup.exe” to execute the installation program of RMM 3.1
Server.

® Start Program

0 RMM 3.1 Server Setup |

Welcome to the RMM 3.1
Server Setup Wizard

The Setup Wizard will install RMM 3.1 Server on your
computer, Click "Mext” to continue or "Cancel™ to exit the
Setup Wizard,

m
Nl

< Back Mext = ] [ Cancel




® Check End User License Agreement

I RMM 3.1 Server Setup

End-User License Agreement

Flease read the following license agreement carefully

ADVANTECH Co., Ltd. , END-USER LICENSE AGREEMENT -

Please carefully read the following terms and conditions
before using this product. It contains software, this use of
which is licensed by ADVANTECH CO, LTD., to its

customers for their use only as set forth below. If you do

not agree to the terms and conditions of this agreement,

do not use the software. No part of this software may be  _

(71 I accept the terms in the License Agreement

@ I do not accept the terms in the License Agreement

® Choose Installation Folder

0 RMM 3.1 Server Setup o] @ [

Select Installation Folder

This is the folder where RMM 3.1 Server will be installed.

To install in this folder, didk ™ext™. To install to a different folder, enter it below or didk
"Browse",

Folder:

C:\Program Files (x8a)\advantech\RMM 3.1 Server), Browse. ..

< Back ][ Mext = ] [ Cancel

® Tomcat Server Attributes
Set the “HTTP Port Number” of Tomcat



I RMM 3.1 Server Setup

Tomcat Server Attributes

Please configure the Tomcat server attributes

If you want to review or change any of your installation settings, dick "Badk”™. Click
"Cancel” to exit the wizard,

HTTP Port Mumber

< Back ][ Mext = ] [ Cancel

® PostgreSQL Server Setting
Set access password for Server Database (PostgreSQL)

I RMM 3.1 Server Setup

PostgreSQL Server Setting
Flease configure the PostgreSCL server attributes

If you want to review or change any of your installation settings, dick "Badk”™. Click
"Cancel” to exit the wizard,

Password

Confirm password

< Back ][ Mext = ] [ Cancel

® MongoDB Server Setting

Set maximum cache size and access password for Server Database (MongoDB)



-

I RMM 3.1 Server Setup

d

MongoDB Server Setting

Flease configure the MongoDB server attributes

If you want to review or change any of your installation settings, dick "Badk”™. Click
"Cancel” to exit the wizard,

Maximum cache size (GB) (1 ~ 3)
3

Password

Confirm password

< Back ][ Mext = ] [ Cancel

® MQTT SSL Setting
Enable or disable SSL for MQTT

-

I RMM 3.1 Server Setup

d

MQTT SSL Setting
Flease choose whether you want to open MOQTT S5L or not

Which option do you want?

(@) Dizable S5L for MOTT
(7 Enable S5L for MQTT

< Back ][ Mext = ] [ Cancel




® A. Do not Restore RMM Database for PostgreSQL
— Create a new database.

I RMM 3.1 Server Setup

Restore RMM 3.1 Database
You can restore Postgre SQL and RMM 3,1 related setting at this step

Which option do you want?

(@ I do not need to restore Database

(") Restore RMM 3.1 Database

m
o
%)
m

< Back ][ Mext = ] [ Cancel

® B. Restore RMM Database for PostgreSQL
— Restore to an old backup database.

I RMM 3.1 Server Setup

Restore RMM 3.1 Database
You can restore Postgre SQL and RMM 3,1 related setting at this step

Which option do you want?

(71 I do not need to restore Database

(@ Restore RMM 3.1 Database

Where is your backup database? (RMM31Badkup. zip)

Browse

< Back ][ Mext = ] [ Cancel




Login Information

Set the password for the initial System Administrator (First Login)

I RMM 3.1 Server Setup

Login Information

Flease set administrator user information

If you want to review or change any of your installation settings, dick "Badk”™. Click
"Cancel” to exit the wizard,

Login account
admin

Login password

Confirm password

d

< Back ][ Mext = ] [ Cancel

-

Start Installing.

I RMM 3.1 Server Setup

Ready to Install
The Setup Wizard is ready to begin the RMM 3. 1 Server installation

Click "Install™ to begin the installation. If you want to review or change any of your
installation settings, didk "Back”. Clidk "Cancel” to exit the wizard.

d

< Back ][ Install ][ Cancel

-

10



I RMM 3.1 Server Setup

Installing RMM 3.1 Server

Please wait while the Setup Wizard installs RMM 3. 1 Server. This may take several
minutes.,

Status: Copying new files

d

-

® Installation Completed.

I RMM 3.1 Server Setup

Completing the RMM 3.1
Server Setup Wizard

Click the "Finish™ button to exit the Setup Wizard.

< Back Finish Cance

Double click the “RMM 3.1” shortcutlillMERs to start up the RMM Client (Browser link).

11



2.1.2. Uninstallation
Double click “RMM 3.1ServerSetup.exe” to execute the installation program of RMM 3.1

Server.
® Start Program

0 RMM 3.1 Server Setup =

-

Welcome to the RMM 3.1
Server Setup Wizard

The Setup Wizard will allow you to change the way RMM 3.1
Server features are installed on your computer or even to
remaove RMM 3,1 Server from your computer, Click "Mext™ to
continue or "Cancel” to exit the Setup Wizard.

[ml
Fad

Mext = ] [ Cancel

m
i

® Choose Setup Type
Click “Remove” to uninstall RMM System

-

d

I RMM 3.1 Server Setup

Restore, Backup or Remove installation
Select the operation you wish to perfarm.

[ Backup RMM 3.1
[ =] Backup database and configure of current RMM 3. 1 server

Restore RMM 3.1
Restore database and configure of current RMM 3.1 server

Remowve
Removes RMM 3.1 Server from your computer.

12



® Confirm Uninstalling

I RMM 3.1 Server Setup

Remove RMM 3.1 Server

You have chosen to remove the program fram your computer,

Click "Remowve” to remowve RMM 3. 1 Server from your computer, If you want to review
or change any of your installation settings, did: "Back”™. Clidk "Cancel” to exit the wizard.

-

d

[ < Back J[ Remaove ] [ Cancel

® Confirm stop and remove running services

Click “OK” to confirm stop and remove running services

3] RMM 3.1 Server Setup

Removing RMM 3.1 Server

Flease wait while the Setup Wizard remowves RMM 3.1 Server. This may take

waral mim itae

"

£5

RMM 3.1 Server

b The setup must update files or services that cannot be updated while
@' the systermn is running. If you choose to continue, a reboot will be
required to complete the setup.

=

Ok ] [ Cancel ]
Back ext >

13



@ Start to uninstalling RMM 3.1 server

I RMM 3.1 Server Setup

Removing RMM 3.1 Server

Flease wait while the Setup Wizard remowves RMM 3.1 Server. This may take
several minutes,

Status: Publishing product information

d

-

® Uninstallation Completed.

I RMM 3.1 Server Setup

Completing the RMM 3.1
Server Setup Wizard

Click the "Finish™ button to exit the Setup Wizard.

14



2.1.3. System Backup
Double click “RMM 3.1ServerSetup.exe” to execute installation program of RMM 3.1 Server.

® Start Program

0 RMM 3.1 Server Setup =

-

Welcome to the RMM 3.1
Server Setup Wizard

The Setup Wizard will allow you to change the way RMM 3.1
Server features are installed on your computer or even to
remaove RMM 3,1 Server from your computer, Click "Mext™ to
continue or "Cancel” to exit the Setup Wizard.

< Back Mext = ] [ Cancel

® Choose Setup Type
Click “Backup RMM 3.1” to backup system database and configuration

-

d

I RMM 3.1 Server Setup

Restore, Backup or Remove installation
Select the operation you wish to perfarm.

Backup RMM 3.1
Backup database and configure of current RMM 3. 1 server

Restore RMM 3.1
Restore database and configure of current RMM 3.1 server

=

Remowve
E gl Removes RMM 3.1 Server from your computer.

15



® Choose database
.1 Select “Postgre SQL database and RMM Setting”

I RMM 3.1 Server Setup

Backup RMM 3.1 Database
Flease choose one database to backup

Whitch option do you want?

@ Postgre SQL database and RMM 3.1 Setting

(71 Mongo database

[ < Back ][ Mext = ] [ Cancel

.1.1 Backup Database and Configuration
a. PostgreSQL password
b. The path where you want to put backup files and file name

I RMM 3.1 Server Setup

Backup RMM 3.1 Database
You can backup Postgre SQL and RMM 3. 1 related setting at this step

Please enter your PostgreS0OL passowrd:
a l

Please select a path to locate your badwp files:
by | € Browse...

File Mame:

b

Mote:
1. File Mame only accept number and character, Ex: SUSIACcess3.
2, If the path you select contains existing badkup file, the file will be covered.

< Back ][ Mext = ] [ Cancel

16



.1.2  Backup successful

-

I RMM 3.1 Server Setup

d

Backup database process is finished

Backup database process is finished. Click the "Back™ button to badk the Setup Wizard. Clidk
the "Cancel” button to exit the Setup Wizard.

=

.1.3  Backup fail

"

3] RMM 3.1 Server Setup

= |
Backup RMM 3.1 Database
You can backup Postgre SQL and RMM 3. 1 related setting at this step r
Please enter your PostgreS0OL passowrd:
[ IITITI T - 5
Warning @
Please seleq
C:\JsersiT] e ) ) WSE, .,
| | Wrong password or file path does not exist
File Mame:
abc
Mote:
1. File Mame only accept number and character, Ex: SUSIACCESS 3.
2, If the path you select contains existing badkup file, the file will be covered.
< Back ][ Mext = ] [ Cancel

17



I RMM 3.1 Server Setup

Backup Database Fail

Backup database process is fail. Click the "Bad:”™ button to back the Setup Wizard. Click the
"Cancel” button to exit the Setup Wizard.

.2 Select “Mongo database”

I RMM 3.1 Server Setup

Backup RMM 3.1 Database
Flease choose one database to backup

Whitch option do you want?

(") Postgre SQL database and RMM 3.1 Setting

@ Mongo database

[ < Back ][ Mext = ] [ Cancel

.2.1  Backup Database and Configuration
a. MongoDB password

b. The path where you want to put backup files and file name

18



I RMM 3.1 Server Setup

d

Backup RMM 3.1 Mongo Database
You can backup your RMM 3. 1 Mongo database at this step

Please enter your MongoDB passowrd:

Please select a path to locate your badwp files:

b Browse...

Folder Name:

Mote:
1. Folder Mame only accept number and character, Ex: SUSIACcess 3.
2, If the path you select contains existing badkup file, the file will be covered.

< Back ][ Mext = ] [ Cancel

-

.2.2  Backup successful

I RMM 3.1 Server Setup

d

Backup database process is finished

Backup database process is finished. Click the "Back™ button to badk the Setup Wizard. Clidk
the "Cancel” button to exit the Setup Wizard.

-

19



.2.3  Backup fail

3] RMM 3.1 Server Setup

Backup RMM 3.1 Mongo Database
You can backup your RMM 3. 1 Mongo database at this step

Please enter your MongoDB passowrd:

FEEREE -
Warning @

Please select a path to log

&

4

C:\Users\T\Desktop [ Browse. ..
Folder Name:
occ
Mote:
1. Folder Mame only accept number and character, Ex: SUSIACCESS 3.
2, If the path you select contains existing badkup file, the file will be covered.
<Back || MNext> | | Cancel

20



2.1.4. System Restore
Double click “RMM 3.1 ServerSetup.exe” to execute the installation program of RMM 3.1

Server.
® Start Program

0 RMM 3.1 Server Setup =

-

Welcome to the RMM 3.1
Server Setup Wizard

The Setup Wizard will allow you to change the way RMM 3.1
Server features are installed on your computer or even to
remaove RMM 3,1 Server from your computer, Click "Mext™ to
continue or "Cancel” to exit the Setup Wizard.

< Back Mext = ] [ Cancel

® Choose Setup Type
Click “Restore RMM 3.1” to restore system database and configuration

-

d

I RMM 3.1 Server Setup

Restore, Backup or Remove installation
Select the operation you wish to perfarm.

Backup RMM 3.1
Backup database and configure of current RMM 3. 1 server

Restore RMM 3.1
Restore database and configure of current RMM 3.1 server

Remowve
Removes RMM 3.1 Server from your computer.
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® Choose database
.1 Select “Postgre SQL database and RMM Setting”

I RMM 3.1 Server Setup

Restore RMM 3.1 Database

Flease choose one database to restore

Whitch option do you want?

@ Postgre SQL database and RMM 3.1 Setting

(71 Mongo database

[ < Back ][ Mext = ] [ Cancel

.1.1  Restore Database and Configuration
a. PostgreSQL password
b. The path where you want to put backup files

I RMM 3.1 Server Setup

Restore RMM 3.1 Database
You can restore Postgre SQL and RMM 3,1 related setting at this step

Please enter Postgres SOL password in your system:
a |

Please enter RMM 3. 1 backup database :
b Browse...

< Back ][ Mext = ] [ Cancel
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.1.2  Restore successful

I RMM 3.1 Server Setup

Restore database process is finished

Restore database process is finished. Clidk the "Bad:™ button to return to the Setup Wizard.
Click the "Cancel” button to exit the Setup Wizard.

< Back Cancel

d

-

.1.3  Restore fail

3] RMM 3.1 Server Setup

Restore RMM 3.1 Database
You can restore Postgre SQL and RMM 3,1 related setting at this step

Please enter Postgres SOL password in your system:

’ 5 I

; 1 Restore DE failed; please check your Backup.zip file or Postgres j
' password

< Back ][ Mext = ] [ Cancel
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I RMM 3.1 Server Setup

Restore Database Failed

Restore database process is failed. Click the "Back™ button to return to the Setup Wizard.
Click the "Cancel” button to exit the Setup Wizard.

.2 Select “Mongo database”

P RMM 3.1 Server Setup

Restore RMM 3.1 Database

Please choose one database to restore

Whitch option do you want?

(71 Postgre SQL database and RMM 3. 1 Setting

@ Mongo database

[ < Back ][ Mext = ] [ Cancel

.2.1  Restore Database and Configuration
a. MongoDB password

b. The folder where you want to restore
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I RMM 3.1 Server Setup

d

Restore RMHM 3.1 Mongo Database
You can restore your RMM 3, 1 Mongo database at this step

Please enter MongoDB password in your system:

a

Please enter RMM 3. 1 backup Mongo database :
b Browse. ..

< Back ][ Mext = ] [ Cancel

-

.2.2  Restore successful

I RMM 3.1 Server Setup

d

Restore database process is finished

Restore database process is finished. Clidk the "Bad:™ button to return to the Setup Wizard.
Click the "Cancel” button to exit the Setup Wizard.

-
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.2.3  Restore fail

3] RMM 3.1 Server Setup

Restore RMHM 3.1 Mongo Database
You can restore your RMM 3, 1 Mongo database at this step

Please enter MongoDB password in your system:

FEERBEE -
Warning

Please enter RMM 3. 1 bad
C:\Users\T\Desktopioog

&

Browse...

4

<Back || MNext> |

[ Cancel
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2. RMM Server

2.1. Server Console

After installing the Server software, users can launch the System Tray of ServerControl from
Windows Start/Programs.

E_T Windows Update
=g XPS Viewer
, Accessories
. DAEMON Tools Lite
v

, Games

. Google Chrome
Documents
) lava

1

J

1

i

)

.. Maintenance

L. Microsoft Silverlight 3 SDK
. Microsoft SQL Server 2005
1
J
J
J
)
J
J

Pictures

Music
. Microsoft Sync Framework

. Microseft Visual Studio 2008
. Microsoft Visual Studio 2010
. Microsoft Windows SDK v6.04
, MetBeans
. Motepad++ Devices and Printers
. RMM 3.1 Server
R Default Programs
= ServerControl
& Uninstall RMM 3.1 Server Help and Support

Computer

Control Panel

Back

Search programs and files E

Right click to launch ServerControl menu from tray icon.

¥ o |o

Customize...

: . 3:04 AM
W= L b
B0 o
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) Management Service

O Tomcat Service

2 MongoDB Service
0 Mosquitto Service

O FTP Service

g © PostgreSQL Service
E
|
Ll
7L,

O Exit

4:28 PM
12/4/2015

o 3 L )

2.2. Management Service

Click “Management Service” for user to start/stop main RMM management service.

|D Management Service I

) Tomcat Service

) PostgreSQL Service
2 MongoDB Service
0 Mesquitto Service
) FTP Service

O Exit

WISE-PaaS/RM

Management Service

WISE-PaaS/RMM |

Service is running

2.3. Tomcat Service

Click “Tomcat Service” for user to start/stop RMM web service.

28



0 Management Service

IO Tomcat Service

) PostgreSQL Service
2 MongoDB Service
0 Mesquitto Service

) FTP Service

O Exit

WISE-PaaS/RMM

Tomcat Service

stop

2.4. PostgreSQL Service

Click “PostgreSQL Service” for user to start/stop RMM database service for PostgreSQL.

0 Management Service

) Tomcat Service

) PostgreSQL Service

2 MongoDB Service
0 Mesquitto Service
) FTP Service

O Exit

" WISE-PaaS/RMM

PostgreSQL

Service is running
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2.5. MongoDB Service

Click “MongoDB Service” for user to start/stop RMM database service for MongoDB.

O Management Service
) Tomcat Service

) PostgreSQL Service

ID MongoDB Service

O Meosquitto Service
) FTP Service

O Exit

WISE-PaaS/RMM

MongoDB Service

U mongoDB

2.6. Mosquitto Service

Click “Mosquitto Service” for user to start/stop RMM MQTT service.

O Management Service
) Tomcat Service
) PostgreSQL Service

) MongeDB Service

O Maosquitto Service

) FTP Service

O Exit

Mosquitto Service

Service is running

A AWISE-PaaS/RMM
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2.7. FTP Service

Click “FTP Service” for user to start/stop RMM ftp service.

0 Management Service
) Tomcat Service

) PostgreSQL Service
2 MongoDB Service

0 Mesquitto Service

lo F1P senvice

O Exit

WISE-PaaS/RMM

FTP Service

stop

2.8. Exit
Click “Exit” to terminate server management console from tray icon and all RMM services

are still running in the background. User also can restart console from Windows/Programs

menu.

0 Management Service
) Tomcat Service

) PostgreSQL Service
2 MongoDB Service
0 Mesquitto Service

) FTP Service

o et

WISE-PaaS/RMM
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3. RMM Client (Desktop)

3.1. User Login/Logout

3.1.1. Portal

RMM supports mainstream browsers like Chrome, Firefox, IE and Safari. The portal page
supports multi-language and auto-detects the language currently used by browsers for
default displaying. Users also can select the language from the drop-down menu top-right
corner to change manually.

WISE-PaaS/RMM

System Login

WISE-PaaS/RM

™ Centralized Management = =3
=3~ o =]
- - High Availability i
o o - ‘ &
t=amGE & e B
7 ) §° Sensor/Device Connectivity < -

ADMNTECH

3.1.2. Userlogin

® Users can input valid User name, Password and click “Login” to verify and enter main
management page.

® Check “Auto Login” to allow users to cache login information and auto login each

time.NOTE: For security concerns, don’t check this option if you are using a public PC.
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WISE-PaaS/RMM

System Login

M Auto Login

> .', |
A\ ) High Availability \ =l va1o Sonlp  ForgotPassword

f

-
< .

& - = 5

&

~ B~ 8
=i ‘é' Sensor/Device Connectivity

(

ADMNTECH

® |f you forget your password, users can click “Forgot Password” and input the registered
user email in the prompt dialog after it has auto resent the password to your email.

Submit

3.1.3. Changing Password for First Log In
® For the first successful login, new users can change their password or bypass it.
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Reset Password

3.1.4. User Role
® Multiple Role Definition:
»  System built-in 3 roles with different permissions (System Administrator, Device
Administrator, Visitor) and customizable role.

Execute |Switch administrator °
View Group content ° ° °
Add Group ° °
Edit Group ° °
Add Device ° °
Device - -
Edit Device ° °
Managemen -
¢ Add Location ° °
Edit Location ° °
Add Layout ° °
Edit Layout ° °
Execute |Add device(s) onto map ° °
Execute |Configure device print settings ° °
View All/Error devices ° ° °
Device ; . -
View Device information ° ° °
Managemen — ; -
¢ View Hardware/Software information ° ° °
) Edit Hardware/Software monitor rules ° °
(Device :
Execute |Kill software process(es) ° °
Mode)
Execute [KVM Viewer ° °
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Device View Hardware/Software information
Managemen
t
Edit Hardware/Software monitor rules
(Group
Mode)
Device View Device(s)/Location(s)/Layout(s)
Managemen
t Edit Relocate device(s)/Location(s)
(Map Mode)
) All/Connected/Disconnected
View .
device(s)
] Schedule rule of system power
View
management
Power
Schedule rule of system power
Managemen |Add
‘ management
Edit Schedule rule of system power
i
management
Power management for managed
Execute .
device(s)
] All/Connected/Disconnected
View )
System device(s)
Protection System protection for managed
Execute .
device(s)
] All/Connected/Disconnected
View ]
device(s)
) Schedule rule of system backup and
View
recovery
Backup &
Schedule rule of system backup and
Recovery Add
recovery
Edit Schedule rule of system backup and
i
recovery
Execute |System backup and recovery action
Event Browse |Device relevant event
Execute |Change language
Edit Account information(Change login
i
password)
Other - —— -
Edit Email/SMS notification settings for
i
device events
Add Account information
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Edit Account information °
Edit System configuration °
Add Sub-Server management
Edit Sub-Server management

3.1.5. User Log Out

WlSE-PﬂaSIRMM Dashboard | Mobile | admin | English

a Device Management @ Power Management @ Protection Management m Backup & Recovery o User Information

Account Setting

= Map 1 Group |1 Deviee || —
BN = [0 o & cow FIRICR o coing
& Back Hardware Status Software Status
ac
™ [l Dylan-PC
=
o * gateway 3310 Q28 | ®
i Group1
- imx6qwise3310 [mpy ) rm| R
[~ [} xpeDt dam i ®
15 lext  Last Page 1/ 1 pages

ADVANTECH

Click the “Logout” from the right corner menu to check out the system.
3.2. Device Management

® After user login, Device Management is the default page.

® Device Management page is composed of a system hierarchy tree (Left-side) and device
list (Right-side).

® Device management provides three levels of management view: Device List, Group List
and Map View.

® System hierarchy tree includes server, account and group node for Device/Group List
Mode as well as location, layout and device node for Map View mode. Each node

supports corresponding operations (Add/Delete/Edit) according to node attributes.
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WlSE-PaaSIRMM Dashboard | Mobile | admin | English

E Device Management @ Power Management @ Protection Management m Backup & Recovery o Event
S =
o [ '

& Back Hardware Status Software Status Report Status
ac
Bo Dylan-PC [mpt =) ®
§ ‘ & admin
= » gateway 3310 mpty | ®
a Group1
P ¥ imxBquise3310 mpEy =] ®
[~ [ xpe01 [mpty [rm| )

T Eooe S lET Page 1/ 1 pages

ADVNTECH

3.2.1. View Mode — Device Status List

WlSE-PaaSIRMM Dashboard | Mobile | admin | English
E Device Management @ Power Management @ Protection Management m Backup & Recovery o Event
s —

@ Map 71 Growp ﬂDeui:e

Hardware Status Software Status Report Status
=[] DylanPC QOom ] R
- » gateway 3310 [mpENy | ®
i Group1
P ¥ imxBqwise3310 jmpEy =] ®
(7] i xpedi [mpa [rm} )

R
3.2.2. Register/Edit Device Server

® Register Device Server

Select the Root Server node and click “Add” button.
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WISE-PaaisMM Dashboard | Mobile | admin | English

B Device Management @ Power Management @ Protection Management m Backup & Recovery o Event
- =

Hardware Status Software Status Report Status

Next  Last Page 0/ 0 pages

ADVANTECH

A “Register Server” dialog for new sub-server registering is shown.

Register Server

Subserver Name(current server)

Subserver Description(current server)

User Name(current server)

Password(current server)

Master Server IP

Enable SSL

® Edit Device Server
Click “Edit” to switch to edit mode and select the server node. Users can edit this server
node.
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WISE-PaaS/RMM

Dashboard | Mobile | admin | English

B Device Management @ Power Management @ Protection Management m Backup & Recovery o Event
=N =

Hardware Status Software Status Report Status

Next: Last Page 0/ 0 pages
ADWNTECH

Register Server

Subserver Name(current server) Subserver1

Subserver Description(current server) Subserver 001

User Name(current server)

Password(current server)

Master Server IP

Enable SSL

3.2.3. Add/Delete/Edit Device Group
® Add Device Group

Select one user account and click “Add” to the popup menu option. Click “Add Group” to pop

up “Device Group” dialog for new group addition.
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WlSE—PaaS/RMM Dashboard | Mobile | admin | English

2™ Device Management @ Power Management | ] Protection Management m Backup & Recovery o Event

AddGroup 3 * - © Map ™ Group | 7] Deviee [ ]

Add Device »

Hardware Status Software Status Report Status

Dylan-PC [mptny [rm} ! ()]
v 310 Qam | ®
F imxBqwise3310 Qam [} R

xpel1 (mpy el =

First  Previous Next Last Page 1/1 pages

Group Name :

Group Description :

® Delete Device Group
Click “Edit” to switch to Edit Mode. Users can remove and edit groups on the group list in this

mode. Click the “X”icon for the selected group row and confirm the group warning removal.
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WISE-Paas/RMM Dashboard | Mobile | admin | English

B Device Management @ Power Management @ Protection Management m Backup & Recovery o Event
- =

.
Hardware Status Software Status Report Status
« Back | |
« & admin (28)

a Group2

Next  Last Page 0/ 0 pages

ADVANTECH

Device Group

Delete the device group " Group1 " ?

I

® Edit Group

Click “Edit” to switch to edit mode and select one of the group nodes. Users can edit this

group node. Click selected group name to pop up the “Group” dialog for editing.
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Device Group

Group Name - | Groupdl )

Group Description :

3.2.4. Add/Delete/Edit Device

® Add Device

Select one of the user accounts or groups and click “Add” to the popup menu option. Click
“Add Device” to the popup dialog for new device addition.

WISE-Paas/RMM Dashboard | Mobile | admin | English

B Device Management @ Power Management @ Protection Management m Backup & Recovery o Event
- =

Add Device > & Edit .
Hardware Status Software Status Report Status
« Back | |
« & admin (3)

Next  Last Page 0/ 0 pages

ADVANTECH
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Add Device

Device ID IP Address MAC Address 0S Version

® Add Device

Click “Add Device” to pop up the Add Device dialog to manually add a device. Users can input
known Device ID or MAC Addresses that have already registered to the server and assign a
current account or group.

Add Device

° Device ID

MAC Address

® Delete Device

Click “Edit” to switch to Edit Mode. Users can remove and edit devices on the device list in
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this mode. Click the “X”icon for the selected device row and confirm the device warning

removal.
WISE-PaasIRMM Dashboard | Mobile | admin | English
Device Management @ Power Management | ] Protection Management m Backup & Recovery o Event
Software Status Report Status
[~ | DylanPC [Fm| R
- -+ gateway 3310 [mpENy | ®
P ¥ imxBquise3310 jmpEy =] ®
_Ei xpedi [mpa [rm} )
First  Previous Next Last Fero i leres

ADVANTECH

Information

Delete the device?

T o | o |

® Edit Device

Click selected device name directly to pop up the “Device” dialog for editing.
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Device

Device ID

Device Name

Administrator admin

Group Default group

Wol Mode

00:0B:AB:3C:6E:78

00:0B:AB:3C:6E:77

IP Address 172.22.135

Motherboard Model : AIMB-267-KIOSK

BIOS Version Vi1

Processor Intel(R) Core(TM)2 Duo CPU E7400 @ 2.80GHz
Memory Capacity : 2061484 KB

OS Version : Windows XP X86

Device Version 31203

Upgrade Version

MAC Address :
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3.2.5. Remote Control — KVM Viewer

When a device has been connected, the Remote Control icon

E shows on the right side

of the device name. Click on the icon for advanced controls including KVM Viewer, Terminal

and Screen shot.

WISE-PaaS/RMM

Dashboard | Mobile | admin | English

Event

@ Power Management l ] Protection Management m Backup & Recovery o

E Device Management
-

@ Map ™ Group ﬂDeui:e

Sofiware Status

Report Status

& Back Hardware Status
ac
™. KVM Viewer
" & @ D Terminal
a Group? =) Screen Shot
& Group2 ] gateway 3310
= - imx6qwise3310 [mpy
o xpeD Q.m

®

08 8f

®

Page 1/ 1 pages

ADVNTECH

® KVM Viewer

Click on the icon n from the Remote Control menu to connect to the device for KVM

control.

Note: Users can select KVM connection method on the device agent side. System default is
RMM KVM(Ultra VNC),users can select other already-installed VNC, or disable this function

for security concerns.
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K\;M \_/iewer " Dylan-Vostro3700 "

3.2.6. Remote Control — Terminal

Click on the icon ﬂ from the Remote Control menu to connect to the device for Terminal

command-line control.

Terminal " Dylan-Vostro3700"

8409
2,151 12528437.cpx
2,233 12526850.cpx
168 EOpenkithToastlogo.png
120 @TileEmptylx1Image.png
126,464 AbovelockAppHost.dll
3,789,312 accessibilitycpl.dll
12,808 AccountsControllnternal.dll
40,448 ACCTRES.d11
9,216 acledit.dll
5,329,408 aclui.dll
46,080 acppage.dll
261,632 ActionCenter.dll
541,696 ActionCenterCPL.d1l
27,648 ActivationClient.dll
225,792 activeds.dll
112,648 activeds.tlb
2,112,512 actxprxy.dll
52,736 AddressParser.dll
453,128 AdmTmpl.dll
51,200 adprovider.dll
162,912 adrclient.dll
225,280 adsldp.dll
214,528 adsldpc.dll
89,088 adsmsext.dll
291,328 adsnt.dll
788,992 adtschema.d11
<DIR> AdvancedInstallers
497,896 advapi32.dll
3,872 advapi32res.dll
179,208 AdvCare.dll
112,648 advpack.dll
38,720 acevts.dll
19,456 amcompat.tlb
37,376 amsi.dll
2015/07/10 T : 82,944 amstream.dll

3.2.7. Remote Control — Screen Shot

Click on the icon from the Remote Control menu to snapshot the desktop screen of
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the remote device and save it on the local client side.

Screen Shot " Dylan-Vostro3700 "

3.2.8. Hardware Monitoring Status

® Real-time Monitoring Chart

Click on the field “Hardware Status” of the device list item to graphically display hardware
real-time parameters (memory, CPU usage, temperature, fan speed, and HD health status).
Click on the parameter name to disable/enable displaying of the parameter curve.

Hardware Information "Dylan-Vostro3700"

[k 1
adapterName [EiEL 1
adapterDescription Microsoft Wi-Fi Direct Virtual Adapter
type IEEE 802.11 Wireless
index 1
netStatus Disconnect

Link SpeedMbps o
netlUsage

sendDateByte

sendThroughput

recvDateByte

recvThroughput
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3.2.9. Hardware Monitoring Rules

Click on the icon on the right to of “Hardware status” filed to popup the Hardware

Monitoring dialog. The dialog lists current monitoring rules for hardware parameters
includes CPU, voltage, fan speed, HDD, etc.

WISE-PaaSIRMM Dashboard | Mobile | admin | English

Device Management @ Power Management ' Protection Management m Backup & Recovery o Event
- — =

+ o B o f T o

Device Name 4 Hardware Status Software Status Report Status

& Back
=[] DylanPC2a1235 o, D = ®
. Root Server
[~ | Dylan-Vostre3700 =N =] R
&, Duse2 o © =h gateway 3310 Oo.m [P ®
& Dusers DY > - - imxBaqwise3310 Qa.m = ®
& Dusers ()€ =] xped1 =y ) L= ®
&, DeviceUsert (D! > )

Previous lext  Last Page 1/ 1 pages

ADVANTECH

Hardware Monitoring Rule "Dylan-PC2a1235"

Enable Notice Interval
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® Add Rules

Click on the button “Add Rule” button to add a new rule for hardware monitoring. Users can
select the type of monitoring hardware from the device capability tree, input threshold
values for the corresponding parameter, the last time in seconds for reaching that threshold
and a notice interval for 2 contiguous events. Before clicking “OK”, users can check the option
“Enable Monitor Rule” to enable/disable this new rule.

Hardware Monitoring Rule "Dylan-PC2a1235"

Target

HDDMonitor
hddSmartinfoList
hddinfoList

Disk0-ST31000524A8
hddindex
powerOnTime
hddHealthPercent
hddTemp

NetMonitor
nethoninfolist

Index0-VMware Network Adapter VMnet8
Link SpeedMbps
netUsage
sendDateByte
sendThroughput
recvDateByte

recvThroughput

Hardware Monitoring Setting

HDDMonitor/hddinfoList/Disk0-ST31000524AS/hddHealthPercent
l// Enable Monitor Rule

Min : ‘

Lasting Time‘ 10 ‘second(s) (>=10) Notice lnlerval‘ 60 } second(s) (>=60)

® Edit Rules
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Click on a row in the Hardware Monitoring Rule box to pop up the “Hardware Monitoring

Setting” dialog box.

Hardware Monitoring Rule "Dylan-PC2a1235"

Enable Type Rule Notice Interval

4 HDDMonitor >> hddinfolist >> Disk0-ST31000... > 20 (10second(s)) B0second(s)

1
[ HDDMonitor > > hddInfolist > > Disk0-ST31000524A5 » > hddHealthPercent ]

Hardware Monitoring Setting

HDDMonitor/hddinfoList/Disk0-ST31000524AS/hddHealthPercent
l// Enable Monitor Rule

Min : ‘

Lasting Time‘ 10 ‘second(s) (>=10) Notice Interval ‘ 60 1 second(s) (>=60)

® Delete Rules

Click on the “X” icon on the left side of the schedule item to delete the schedule.
® Enable/Disable Schedule

Check the enable check box in the schedule row to enable/disable the schedule.
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3.2.10.Software Monitoring Status

® Real-time Process List

Click on the “Software Status” icon in the device list to display the status list for active
real-time software (Name, Status, CPU usage and Memory).

Software Information "Dylan-PC2a1235"

Process Name CPU Usage Working Set (Memo...

chrome.exe 0% 115732 KB -
chrome.exe 0% 56332 KB
mspaint.exe 0% 41768 KB
splwowbd.exe 0% 19136 KB
WINWORD.EXE 0% 140488 KB
explorer exe 0% 43848 KB
explorer exe 0% 38368 KB
iexplore exe 0% 316196 KB
iexplore exe 0% 37764 KB
taskmgr.exe 0% 12772 KB
chrome.exe 0% 283852 KB
java.exe 0% 247772 KB
conhost.exe 0% 4224 KB
cmd.exe 0% 4256 KB
conhost.exe 0% 4244 KB
java.exe 0% 65000 KB -

Click on the process name to pop up the confirm dialog for killing a specified process, after
confirming, users can kill and force the process to terminate.

Monitored Software

Do you want to kill the process 7 IEXFLOREE EXE

3.2.11.Software Monitoring Rules

Click on the icon on the right to of “Software status” filed to pop up the dialog for set

Software Monitoring Rule. The dialog lists current monitoring rules for software processes.
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WlSE-PaaS/RMM Dashboard | Mobile | admin | English

a Device Management @ Power Management l] Protection Management m Backup & Recovery o Event
=Y / —

e e I e ] TRy~
& Back Device Name 4 Hardware Status Software Status Report Status
ac
i".‘E Dylan-PC2a1236 Qom [Fm D ®
.‘ & admin (5
- Dylan-Vostro3700 [ty [rm| (8]
a Group1
oy Group2 ] * gateway 3310 jmp Yy ) [rm] 5]
— - imx6qwise3310 [mp Y rm} R
" ] xpeDt COam a ®
Previous lext  Last Page 1/ 1 pages
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Software Monitoring Rule "Dylan-PC2a1235"

Enable Action Notice Interval

® Add Rules

Click on the button “Add Rule” to add a new rule for software monitoring. Users can select

the process from current running list that they want to monitor, the threshold values of the
CPU and memory, the last time in seconds for reaching the threshold, and the notice interval
for 2 contiguous events and corresponding action. Before clicking the “OK” button to add the

rule, users can check the option “Enable Monitor Rule” to enable/disable this new added
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rule.

Note: Currently, Software monitoring can only monitor and execute actions for the user

process.

LinePlayer.exe 13484 KB
LINE exe 3739% KB
chrome.exe 20864 KB
chrome exe 19112 KB

chrome exe 9564 KB

chrome exe 75512 KB
XshellCore exe 4720 KB
Xshell exe 6980 KB
chrome exe 2572 KB
chrome.exe 56856 KB
chrome.exe 6656 KB
mspaint.exe 34084 KB
splwowbd.exe 324 KB

Software Monitoring Setting

6688 - java.exe

Q Enable Monitor Rule

CPU Usage :
Min : ‘ g % Lasting Time‘ 10 ‘second(s) (>=10)

(0~ 100 %)
Memory

Min ‘ \.KB Max : | :KB Lasting Time§ 10 ‘second(s) (>=10)

Notice Knlerval‘ 60 ‘ second(s) (>=60)

Action :
© Do Nothing

Terminate
Restart

Run Another Process

® Edit Rules
Click on one of the fields to pop up the “Software Monitoring Setting” dialog for editing.
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Software Monitoring Rule "Dylan-PC2a1235"

Enable Process CPU Usage Memory Action Notice Interval

) java.exe > 1KB (10se. Do Nothing B0second(s)

Software Monitoring Setting

6688 - java.exe

Q Enable Monitor Rule

CPU Usage :

Min : ‘ Lasting Time‘ 10 ‘second(s) (>=10)

(0~ 100 %)
Memory
Min ‘ \'KB Lasting Time‘% 10 ‘second(s) (>=10)

Notice Knlerval‘ 60 ‘ second(s) (>=60)

Action :
© Do Nothing

Terminate
Restart

Run Another Process

® Delete Rules

Click on the icon “X” on the left side of the schedule item to delete the schedule.
® Enable/Disable Schedule

Check the enable check box in the schedule row to enable/disable the schedule.

3.2.12.View Mode - Group Status List
Click the “Group” tab to list groups under the selected account or group node. The group List
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shows all group names, group hardware status and group software status.

WlSE-PaaSIRMM Dashboard | Mobile | admin | English

E Device Management @ Power Management @ Protection Management m Backup & Recovery o Event
et —
e T
Group Name 4 Hardware Status | Software Status
& Back
Group1 Register Devices - 1 Error - 1 Register Devices - 1 Error = 1
N ‘ & @ Group2 Register Devices - 0 F Register Devices - 0
i Group1 (D)
G Group2
s lext  Last Page 1/ 1 pages

ADVANTECH

® Group Hardware Status

This field shows the number of all registered devices and abnormal hardware devices under
this group.

® Group Software Status

This field shows the number of all registered devices and abnormal software devices under
this group.

3.2.13. Group Hardware Monitoring Rules

Click on the icon on the right to of “Hardware status” filed to pop up the dialog "Set

Hardware Monitoring Rule". The dialog lists current monitoring rules and parameters of each
group's devices including CPU, voltage, fan speed, HDD, etc.
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admin
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Hardware Monitoring Rule "Group1"

Enable Notice Interval

® Add Group Rules

Click on the “Add Rule” button to add a new rule for hardware monitoring. First, select a

device for base setting. Users can select the type of monitoring hardware from the device
capability tree, input threshold values of corresponding parameter, last time in seconds of
reaching the threshold, and notice interval for 2 contiguous events. Before clicking “OK” to

add the rule, users can check the option “Enable Monitor Rule” to enable/disable this new
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rule.

Hardware Monitoring Rule "Group1"

[@ Please select a device

Device

Page 1/ 1 pages
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Hardware Monitoring Rule "Group1"

Target

VSUSIControl
Backlight
Backlight 1
Brightness
Frequency
Polarity
Hardware Monitor
Temperature
CcPU
System
‘Voltage
Weore
33v
5
12v
CMOS Battery
Fan Speed

Hardware Monitoring Setting

NetMonitor/netMoninfoList/Index0/netUsage

&/ Enable Monitor Rule

Min ‘

Lasting Time | 10 | second(s) (>=10)  Notice Interval | 60 | second(s) (>=60)

[ o | o |

® Edit Group Rules
Click on the rule field to pop up the “Hardware Monitoring Setting” dialog for editing.
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Hardware Monitoring Rule "Group1"

Enable Type Rule Notice Interval

A NetMonitor == netMonlinfolist »> Index0 >> n.. > 1 (10second(s)) B0second(s)

Hardware Monitoring Setting

NetMonitor/netMoninfoList/Index0O/netUsage

[/ Enable Monitor Rule

win - | | ; |

Lasting Time | 10 | second(s) (>=10)  Notice Interval | 60 | second(s) (>=60)

® Delete Rules
Click on the “X” icon on the left side of the scheduled item row to delete the schedule.
® Enable/Disable Schedule

Click the enable check box in the row item to enable/disable the schedule.

3.2.14. Group Software Monitor Rules

Click on the o icon in the field of group Software status to pop up the Set Software

Monitoring Rule dialog box. The dialog lists current monitoring rules for software processes
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of group devices.
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Software Monitoring Rule "Group1"

Enable Notice Interval

® Add Group Rules

Click on the button “Add Rule” to add a new rule for software monitoring. First, select a

device for base setting. Users can select the process from current running list that they
want to monitor, the threshold values of CPU and Memory, the last time of reaching
threshold, notice interval of 2 contiguous events and corresponding action when hit the

monitoring rule. Before click the button “OK” to add rule, users can check the option

61



“Enable Monitor Rule” to enable/disable this new added rule.

Note: Currently, Software monitoring only can monitor and execute action for the user

process.

Software Monitoring Rule "Group1"

Target I Q Please select a device

Not login yet

Dylan-PC2a1235

Page 1/ 1 pages

Cancel
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Software Monitoring Rule "Group1”

Dylan-PC2a1235

conhost.exe

java.exe

conhost.exe

conhost exe

javaexe

javaexe

netbeans exe

explorer exe

GWX exe

chrome.exe

chrome.exe

chrome.exe
QQ.exe

Software Monitoring Setting

java.exe

|2| Enable Monitor Rule

CPU Usage :

Min | : Lasting Time‘ 10 ‘second(s) ==10)

(0~ 100 %)
Memory

Lasting Time | 10 second(s) (>=10)

Notice Interval ‘ 60 |5e:ond(s) (>=60)

Action :
© DoNoting

Terminate
Restart

Run Another Process

Edit Group Rules
Click on one of the fields of which rule items to pop up the dialog of “Hardware

Monitoring Setting” for editing.
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Software Monitoring Rule "Group1"

Enable Process CPU Usage Memory Action Notice Interval

) java.exe > 1KB (10se. Do Nothing B0second(s)

Software Monitoring Setting

|2| Enable Monitor Rule

CPU Usage :

Min | : Lasting Time‘ 10 ‘secund(s) ==10)

(0~ 100 %)
Memory

win - | [kB  Max | ‘|KB Last\ngT\me|‘Elsacnnd(s){>=WD]

Notice Interval ‘ 60 |5e:ond(s) (>=60)

Action :
© DoNoting

Terminate
Restart

Run Another Process

® Delete Rules

Click on the icon “X” next to the scheduled item to delete the schedule.
® Enable/Disable Schedule

Check the box next to the scheduled item to enable/disable the schedule.

3.2.15.View Mode - Device Map View

Device Map View visualize search physical device's location, separate user interface as

64



left-side map hierarchy tree includes account, location, layout and device node and right-side
geography view includes online map and static image map. Different tree node support

corresponding add, delete and edit operations and intuitive drag and drop device nodes as

well.
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3.2.16.Add/Delete/Edit Map Location
® Add Location
Select on one of account node and click “Add” button to add a new location.
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ADMNTECH
Input location name, address or coordination (latitude and longitude), upload image for
location displaying and click “OK” to add the new location.
Note: Map view supports Both Google and Baidu online map. This two map adopts different
coordination-system, users must input correct coordination according to online map
selection (users can configure in the System Settings). If users doesn’t specify either address
field or coordination, system will auto location this new added location at the center of
current map view.

Add Location

MName : | 3
il :
il Address -
!
[ f Latitude :
| ! Longitude :
|

[T

® Delete Location
Click “Edit” button to switch to edit mode, click “X” icon ahead of selected location node to
delete this location.
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Note: Remove location would remove layouts under itself. If there are devices under selected

location node or his layouts, users must remove these devices first before removing location

node.

WISE-PaaS/RMM

Dashboard | Mobile | admin | English

E Device Management @ Power Management @ Protection Management m Backup & Recovery o Event
= - —

I, Map | ™1 Group 1 Device

RORE
& Back Map

BaliBistrict O
R

Advantech . (00)§) ~ 9
Luzhu District .-~ Linkou District
= i o TSR
, A
D pojian | 7
District | P> 4 >
Guanyin KEB
District N
BEE . Guishan
District

1y

57 Tag;yuan City

DY / Shulin Distriet
2 Zhongli LS
: District 2a BB
\ R Yin e,?{é"""
e f | B
L) J Z I
“SPingzhen _Sania District
Yangmei “ District =L
District: ¢ FiRE
BhE_ ()
37
y Daxi District
Xinpu ; ) AEE L2
Township % Longtan [ 1] 4
Hiim S District
RESE

Google .' vi )

Wanli District
RER S
+=" Anle District
LT

“Keelun|

=

Pingxi
7

D pinglin bistrict
TFAE,

&
L)

Wulai District
BT

+ [

Map dats ©2015 Google  Terms of Use _ Report amap emor
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® Edit Location

ADVANTECH

Click “Edit” button to switch to edit mode, click the location node/name to pop up the dialog

of “Edit Location” to edit the content.



Edit Location

Name: | Advantech EmbCore |*

Address - | ERUIEIER:
Latitude - | 25.0576986999999¢ | |

Longitude : | 121.381233199999¢ ‘ [

Under this mode, users also can drag and drop the location icon on the right-side map view
to relocate location.

3.2.17.Add/Delete/Edit Map Layout
® Add Layout
Select on one of location node and click “Add” button to add a new layout.
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Input layout name and description, upload image for location displaying and click “OK” to
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add the new layout.
Add Layout

Mame : ‘ 1*

Description : | |

® Delete Layout
Click “Edit” button to switch to edit mode, click “X” icon ahead of selected layout node

to delete this layout.
Note: If there are devices under selected layout node, users must remove these nodes

first before removing layout node.

WISE-PaaSIRMM Dashboard | Mobile | admin | English

a Device Management @ Power Management | l Protection Management m Backup & Recovery 9 Event
- =

ADVANTECH
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Device Layout

Delete the device layout?

T TN

® Edit Layout
Click “Edit” button to switch to edit mode, click the location node/name to pop up the dialog
of “Edit Location” to edit the content.

Edit Layout

" T%‘l Name ‘H‘i‘“

Description ‘ ‘

.

Upload Image

3.2.18.Add/Delete/Edit Map Device

® Add Device

Select on one of account, location or layout node and click “Add” button to add a new device.
New added devices will be default located at the center of online or static image map.
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Add Layout >

Add Device >
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Add Device

= |
L

& Groupt Device Name 4 Hardware Status Software Status Administrator

L & Group2

xpe01 Pty | admin

imxBqwise3310 jmpEy ) admin

~ gateway 3310 admin

Dylan-Vostro3700 e admin

Dylan-PC2a1235 admin

Page 1/ 1 pages

.

® Delete device
Click device icon on map which you want delete and click recycle bin icon under the popup

window to delete this device.
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Device Name xpel1
Hardware Status : Disconnected
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Information

Delete the device?

C o | o |

® Edit Device
Click “Edit” button to switch to edit mode, drag and drop the device icon on the right-side
map view to relocate device.
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3.3. Power Management

3.3.1. Power Status List
® Select All/Connected/Disconnected to quickly filter out devices.
® Click Group/Device to switch view mode.

® Input keyword to search devices.

L~
SUS|ACCESS Mobile | admin | English
Dashboard ﬁgﬁ Device: Power ~ Data Analytics o Event
:=| M Group | 71| Device B}
Device Name A Next Schedule Action Next Schedule Time Actions
4. Root Server Q Enviroment NIA WA Operation ¥
Operation
N T &m el (] FAN 1 NIA NIA Pawer Off
L= Reboot
'"w Gateway (0/0) N
Lo Hibernate —
AETI ) o FAN2 A 7 Operation ¥
L & pc s e —
L /& sensorNode (0/0) () Room1 N/A NIA
admin? (0/0)
. (] Room1 NIA NIA
172.22.12.195
@ sacientsam.. A A
®  usonc NIA NIA
First  Previous Next  Last Page 1/ 2 pages
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3.3.2. Power Control (Wol)
® Power On State

Select the action from drop-down menu of each device/group list item to power off, reboot
and hibernate device.
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Select the action from drop-down menu of each device/group list item to power on device.

WISE-PaaS/RMM

2. Device Management

& Back

Power Management

a Dylan-PC2a1235
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Event
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Next Schedule Time
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Operaticn ¥

Operation ¥

Operaticn

Operation 3
Operation

Page 1/ 1 pages

3.3.3. Power Control (Intel AMT)

If device supports Intel AMT, click on the icon

the dialog of Intel AMT for advanced operations.

Power On State
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Select action from drop-down menu to power down, power cycle or power reset
device/group.

Intel AMT "ACD9"

Device Status On

Power Down

Power Cycle

® Power Off State
Select action from drop-down menu to power up device/group.

Intel AMT "AC09"

Device Status Off

AMT Action PowerUp ¥

Power Up

“ Eaxs

3.3.4. Add/Delete/Edit Power Schedule

Click on device/group name to pop up the dialog of schedule management.
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Note: In Group view, the schedule information of group only list group schedules. In Device
view, the schedule information of device will list both device schedules and group schedule
that device belong to, but group schedule cannot be edited in this view mode.

VScheduIe information of "AC09"

Trigger Time Actions Repeat Every

08:00 Power On Daily

22:00 Power Off Daily

® Add Schedule

Click the icon B} (on the up-right corner of device list) or click the button “Add schedule” on

the bottom-left corner of the dialog of schedule information to pop up the dialog of “Add
schedule”. Select device or group, repeat mode, schedule time, power action and enable/disable

option to add a new power schedule.
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Add schedule

Select Device
Repeat Daily

Enable: |2| Enable

o Power On
Power Off
Set Action
Reboot

Hibemate

Edit Schedule
Click on the “Trigger time” field of schedule item to edit the schedule.

Edit Schedule

Enable: IQI Enable

Set Time: :

o Power On
Power Off

Set Action
Reboot

Hibemate

Delete Schedule

Click on the icon “X” ahead of the schedule item to delete the schedule.
Enable/Disable Schedule

Check the box ahead of the schedule item to enable/disable the schedule.
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3.4. System Protection

3.4.1. Protection Status List
® Click Group/Device to switch view mode.

® Input keyword to search devices.

WISE-PaasmMM Dashboard | Mobile | admin | English
i . Device Management @ Power Management a Protection Management m Backup & Recovery o Event
= R ™ Group |7 Device
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o Group! Gm Operation
a S o gateway 3310
(1] xpe0i MeAfee Solicifier is cumently disabled. D
us lext  Last Page 1/ 1 pages
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3.4.2. Protection Control

® Install McAfee

If System Protection is not installed on device, users need to install it and will see screen as
below, click “Install” button to install System Protection (McAfee).
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Information
To Install McAfee ?

After confirming, enter “Name” and ”Serial” (or check “Trial Version” without serial number)
to start downloading and installing.

Install McAfee

MName: | |

Senal: | |

(| Trial Version (30 Days)
P5. Please note that if there's other system securty application, such as Intel
McAfee ePO agent, installed on this device already, RMM System Protection

might not work normally due to rescurce conflict. Please uninstall or disable all
cther system security applications before proceeding the installation if you wish

to use RMIM System Protection function.
C o | omw

After installing, “Install” button will disappear, users will see “On/Off” button. Warning

message will show “McAfee Solidifier is currently disabled” before users solidifier the device.
“On/Off” button will on the “Off” state after installing.

If users select “Install without license key (30 days for free)” to start McAfee 30 days free trial,
“Install” button will replace by “Active” button as below. Users can active free trial when they
get license key.

® Enable Protection

Switch the “On/Off” button to “On” will start McAfee to protect the device. Click protect all

will start McAfee to protect all devices. Device will start to solidifier process. “On/Off” button
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will change status after solidifier process. If someone tries to execute, delete, or re-name
files without permission, the agent will send a report to the server. You will get a warning

message about system protection.

WISE-PaasmMM Dashboard | Mobile | admin | English
3 1 . ;

~. Device Management @ Power Management a Protection Management m Backup & Recovery o Event

— — b -

= I ™ Group | 7| Device
Warni
( Back larning
a Advantech-PC McAfee is solidifying:00:00:04: Total files scanned 2...

" . Root Server

o matt-PC McAfee Sclidifier is currently disabled.
- >

Fist  Previous e
® Disable Protection

Switch the “On/Off” button to “Of” will stop McAfee to unprotect the device. After turn off
McAfee protection, users can install the modify application in device. Turn on again after

installing, device will under the protection of McAfee.

Information
Send "Protection Off' command

C o | o |
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3.5. System Backup & Recovery

3.5.1. Backup/Recovery Status List

® Select All/Connected/Disconnected to quickly filter out devices.
® Click Group/Device to switch view mode.

® Input keyword to search devices.

WISE-PaasIRMM Dashboard | Mobile | admin | English
= . Device Management @ Power Management @ Protection Management o Backup & Recovery
= —
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3.5.2. Backup/Recovery Control
® Install Acronis

If System Recovery is not installed on device, users need to install it and will see screen as
below, click “Install” button to install System Recovery (Acronis).
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Information
To Install Acronis ?

Please enter your Name, Serial number to active Acronis and default size of ASZ (Acronis
Security Zone, The range is between used disk and free disk, theoretically, the used disk
space will larger than 0%). Users can select “Install without license key (30 days for free)” to
start Acronis 30 days free trial.

Install Acronis

|:| Trial Version (30 Days)

ASZ ‘ 50

Please set percentage of ASZ (Acronis Security Zone), represent "Free Space of
System Hard Drive". The ASZ size be created by "system used space”, as
current "system used space” larger than ratio of system free space.

PS. Free Space of System Hard Drive: Free space of system partiticn and

unallocated
“ Cancel

RMM will install Acronis after installation setting.
After installing, “Install” button will disappear, users will see “Backup” button.

If users select “Install without license key (30 days for free)” to start Acronis 30 days free trial,
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“Install” button will replace by “Active” button as below. Users can active free trial when they

get license key.

WISE-PaasmMM Dashboard | Mobile | admin | English
2. Device Management @ Power Management .»", Protection Management o Backup & Recovery
== — —
=T 7 cow IS
Last backup ti
& Back = et
(] Advantech-PC 015-12-12 06:02:17 Operation ¥
.‘ . Root Server Operation
() matt-PC 2015-07-03 15:13:56 Backup
Recovery
First  Previous lext  Last Page 1/ 1 pages

® Backup
Click “Backup” button to start backup device.
RMM will show confirm window, users can make sure backup information.

Information
Send "Backup" command

o | o |

After confirming, Acronis will start to backup and show backup percentage.
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® Recovery

“Restore” button can work after backup success in Restore page. Message will show the last
time backup time. Click “Restore” button to start Restore in Restore page. RMM will show
confirm window, users can make sure restore information.

Information
Send "Recovery" command

After confirming, Acronis will restart the device and start to restore. “Restore” button will

gray when device on restoring. “Restore” button can work after device restoring success,

Message will show the last time backup time (not restore time). If restore fail, device cannot
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boot normally, so device will not connect to RMM console. Users can try to use one key
recovery function of Acronis (F11) by RMM Remotely KVM (need Intel AMT support) or

locally when restore fail. If it still cannot work, please contact your Advantech partner.

WISE-PaasmMM Dashboard | Mobile | admin | English
2. Device Management @ Power Management . ) Protection Management o Backup & Recovery
—_— — / —
=] Al ™ Group [71] Device D}
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Devices will run Acronis restore interface on restoring.

Q’x

>

Acronis®
Backup & Recovery™ 11
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3.5.3. Add/Delete/Edit Backup Schedule
Click on Device/Group name to open the dialog of device/group schedule information.

Note: In Group view, the schedule information of group only list group schedules. In Device
view, the schedule information of device will list both device schedules and group schedule
that device belong to, but group schedule cannot be edited in this view mode.

Enable Trigger Time Action Time Mode
< 00-00 Backup Daily
[ o
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® Add Schedule

Click the icon & (on the up-right corner of device list) or click the button “Add schedule” on
the bottom-left corner of the dialog of schedule information to pop up the dialog of “Add backup
schedule”. Select device or group, repeat mode, schedule time and enable/disable option to add

a new backup schedule.

Add backup schedule

Repeat Daily y

Enable: @ Enable

Set Time:

® Edit Schedule
Click on the “Action” field of schedule item to edit the schedule.

87



Edit backup schedule

Repeat Weekly ¥

Enable: @ Enable

[JmoN [JTUE [JWeED [ ] THU

Weekly

[ FR [)sAT [] suN

o [ o |

® Delete Schedule
Click on the icon “X” ahead of the schedule item to delete the schedule.
® Enable/Disable Schedule
Check the box ahead of the schedule item to enable/disable the schedule.

3.6. Event Log
3.6.1. Device Event List

Select user account or group to decide event range and select event log type
(All/Error/Warning/Information) to browse related device events.
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WISE-PaasmMM Dashboard | Mobile | admin | English

. Device Management @ Power Management Protection Management m Backup & Recovery
Time Stamp Severity Event Description
2015-12-14 15:19:39 575 ACD9 Error Agent Disconnected m
& 2015-12-14 15:16:02.141 AC09 Information Acronis Update Status
2015-12-14 15:16:01.932 ACD9 Information McAfee Update Status o
2015-12-14 15:16:00.558 ACD9 Information Agent Connected
2015-12-14 15:15:53.557 ACD9 Ermor Agent Disconnected
2015-12-14 15:07:24.997 Dylan-PC2a1235 Information Acronis Update Status
2015-12-14 15:07:24.773 Dylan-PC2a1235 Information McAfee Update Status
2015-12-14 15:07:24.524 Dylan-PC2a1235 Information Agent Connected
2015-12-14 15:07:20.983 Dylan-PC2a1235 Information Acronis Update Status
2015-12-14 15:07:20.757 Dylan-PC2a1235 Information McAfee Update Status
2015-12-14 15:07:20.524 Dylan-PC2a1235 Information Agent Cennected
2015-12-14 15:07:17.060 Dylan-PC2a1235 Information Acronis Update Status
2015-12-14 15:07:16.837 Dylan-PC2a1235 Information McAfee Update Status
2015-12-14 15:07:16.523 Dylan-PC2a1235 Information Agent Cennected
Number of Records: 100 / 19918

ADVNTEC

3.6.2. Export CSV
Select device and data/time rage to export event log as CSV format to local side.

CSV Export Settings

Account: admin
Device: (@) All

Severity: All

Date: 2015-11-13 H 2015-12-14

3.7. Account Setting
Click “Account Setting” from drop down menu of up-right corner to pop up the dialog of
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account setting for configuring.

WISE-PaasmMM Dashboard | Mobile | admin | English
E Device Management @ Power Management l Protection Management m Backup & Recovery o User Information  »

Account Setting  »

Al © Map 1 Gowp [ D[ — ] e

Hardware Status Software Status
Logout >

[~ [ AC09

.‘ & admin (&5)
[~ =] Dylan-PC221235 Q.om = ®
a Group1
& Grou2 =  gateway 3310 Qam = ®
= - imx6qwise3310 [mp Y rm} R
= | xped1 Ca.m = ®

First  Previous lext  Last Page 1/ 1 pages

localhost:8080/#

Account Setting

+ AddRoe [l % EditRole %, Edit Account |

a System Administrator Name 4 Role ipi Email Cell Phone
& Device Administrator
& visitor

admin System Administrator System admin admin@mail com

Page 1/ 1 pages

3.7.1. Default Role
System provides three default Roles with pre-defined access rights: System Administrator,

Device Administrator and Visitor.
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+ AddRole @ ™ Edit Role

aystem Administrator
& Device Administrator
& isitors

@ Derno

The access rights of Pre-defined role cannot be edited or deleted but only can be browsed.

Role Name:

Privilege:

3.7.2. View/Add/Delete/Edit Custom Role

In addition to default role, user can add role with user-defined access rights.

® Add Role

Click “Add Role” to pop up the dialog of Role. Input role name and corresponding access

rights to create a new role.
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Role Name: ‘ |

Privilege |:\ Select All

| Add/EditDelete Map. Device, Device State, Devicegroup
| Add/EditDelete HWiionitor Threshold Rule

| Add/EditDelete SWionitor Threshold Rule

| End process

| Remote Control Functicn

| System Power Management Function

| System Protection Function

| System Backup and Recovery Function

| Edit Account Information

| Receive notification frem mail and SMS

| Server Management

® View/Edit/Delete Role

Click “Edit” to switch to role edit mode. Click the icon . to edit or view role access rights.

Click the icon . to delete custom role.

Role Name: ‘ Device1

Privilege: @ SelectAll

@ Add/EditDelete Map. Device. Device State, Devicegroup
@ AddiEditDelete HWMenitor Thresheld Rule

@ AddiEditDelete SWMonitor Threshold Rule

@ End process

@ Remote Control Functicn

@ System Power Management Functicn
@ System Protection Function

@ System Backup and Recovery Function
@ Edit Account Information

@ Receive nofification from mail and SMS
@ Server Management

3.7.3. View/Add/Delete/Edit Account
® View Account
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Select one of default or custom role and click on arbitrary field in the account list to view the
details of account.

Account Details

Account Name: admin

Password

Role: System Administrator
Description: System admin

Email: admin@mail.com
Cell Phene:

® Add Account
Select one of default or custom role and click “Add” button to pop up the dialog for creating

a new account.

Account

Account Name:

Password

Role

Description:

Email

Email 2:

Email 3

\'
|
{
\'
{
{
@ Email Service Notification

Cell Phone + | ‘

Cell Phone 2 ( | \

Cell Phore 3+ + | ‘

|| SMS Service Nofification

® Edit Account
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Click “Edit” button to switch to edit mode. Click on arbitrary field in the account list to pop

up the dialog for account editing.

Account

Account Name:

Password

Role

Description ‘ System admin

Email: | agmin@mail com

Email 2 ‘

Email 3: ‘

@ Email Service Notification
|
|
|

+ |
+ |
+ |
E\ SMS Service Notification

Cell Phene:

Cell Phone 2

Cell Phone 3.

® Delete Account

Click “Edit” button to switch to edit mode. Click on in the account list to delete

account.

Information
Are you sure to remove the account?

Note: “admin” is a supper system administrator that cannot be deleted.
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3.8. System Setting

Click “System Setting” from drop down menu of up-right corner to pop up the dialog of

system setting for configuring.

WISE-PaasmMM Dashboard | Mobile | admin | English
E Device Management @ Power Management @ Protection Management m Backup & Recovery o User Information
P —

Account Setting

E Map 1 Group [ Deviee [ —
BN =K [ v cow FINILCY ..o ooy
Hardware Status Software Status
& Back Logout
™ | ACD9
-
.‘ & admin (&5)
:‘,;9 Dylan-PC2a1235 Oom [Fm} ®
a Group1 (D)
a Group2 = * gateway 3310 jmp Yy ) |l ()]
— - imx6qwise3310 [mp Y rm} R
[~ | xped Qa.m = ®
Previous lext  Last Page 1/ 1 pages

localhost:8080/#

3.8.1. About

Display system information includes server version, OS version, Java Runtime Environment
version, license quantity and local address/port for web portal.

® Activation

If user has license key, user can enter license key to activate server here.

If user has no license key, user can click “WISE-POINT” or “AOnline” to apply license key.
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System Setting

About About WISE-PaaS/RMM
Email Service
SMS Service Version 3.1.0 (Profession)

Map Setting 08 Name: Windows 7

Notification Setting DS Architecture: ol

Event Log Java Version: 1.7.0_10
Upgrade Setting Java Architecture: 32
Web SSL Setting License Quantity 255

Redundancy Server & Server Address: http://172.22.12.195:3080

Clear Data
License |

Don't have a License Key ? 1. WISE-POINT
2. ADnline

If server cannot connect to activation server, user can connect to activation server by using
QRCode. User can activate server or apply license key by through activation server.

System Setting

About About WISE-PaaS/RMM
Email Service
SMS Service Version 3.1.21 (Profession)
Map Setting 0S Name Windows 7
Notification Setting QS Architecture: x64

Event Log Java Version: 1.8.0_66
Upgrade Setting Java Architecture: 32

Web SSL Setting License Quantity 255

Redundancy Server Setting Server Address http://172.22.12.195:8080

Clear Data

License key: ‘

Activation Code:‘

Don't have a License Key ? 1. WISE-POINT
2. AOnline

3.8.2. Email Service
Use SMTP protocol to send notifications via Email Service.
Before applying setting, click “Test” button to send a test mail to check validity of settings.

Note: Users must enable this Email service and check corresponding event notification
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setting. And setup correct Email address of device administrator to receive device
Email notifications while events occur.

System Setting

About D Email Service
Email Service
SMS Service || Enable Email Service
Map Setting
Notification Setting Mail Server
Event Log
Upgrade Setting Port
Web SSL Setting
Account
Redundancy Server &
Clear Data Password
Sender

Subject:

3.8.3. SMS Service
Use Clickatell SMS gateway service to send SMS automatically.

Before applying settings, click “Test” button to send a test SMS to check validity of settings.
Note : SMS Service must be enabled and check corresponding event notification setting. And
setup correct cell phone number of device administrator to receive device SMS

messages while events occur.
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System Setting

About G SMS Service
Email Service
SMS Service - . Epsbla SMS notification serivce to receive notification messages
© Clickatell | immmeass gunsprorom <euts hessen. e
Notification Setting Mobile Touch. Muktiphed.

Event Log
Upgrade Setting
Web SSL Setting

I:\ Enable SMS Notifications

Redundancy Server & APl Name:
Clear Data

User Name:

Password

3.8.4. Map Setting
On-line / Off-line map supports Google, Baidu. Select map for client default map display.

System Setting

About Map Setting

Email Service

SMS Service

Online Map Service:
Map Setting ° o ¥

Baidu
Notification Setting

Event L
entkes Google Offline
Upgrade Setting
Web SSL Setting
Redundancy Server &

Clear Data

3.8.5. Notification Setting

Click tab “Device/Operation/System” to catalog related notification setting.

Set event notify by Email or SMS on each item to enable receiving.
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System Setting

About
Email Service
SMS Service
51 Map Setting
| Notific ation Setting
L Event Log

B Notification Setting

Device

Severity

0 Error

Device Discennected

£f Upgrade Setting
£ Web SSL Setting

€ Ermor

Device Lost Connection

" Redundancy Server &

" Clear Data

Q Error

Hardware Error

Q Error

Network Error

0 Error

System Protection Error

Q Error

System Backup&Recovery Error

A\ Waming

System Protection Waming

A\ Waming

Software Eror

e Info

Device Connected

® Advanced settings

Click “Advanced settings” for message language of Email and SMS, cycle days of system

automatically sends inspection report, system warning of low hard disk space and external

SYSLOG event server setting.

Message language

Inspection days setting

Sending time setting

The minimum hard disk space for the database

|:| Syslog server

3.8.6. Event Log

Device Notification Settings

English ¥
Dayts)
(Next report sending time is 2015/12/15 08:00)

[3000

Select event log type (All/Operation/System) to browse related events.
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System Setting

About @ Event Log

Email Service

SMS Service

e

Notification Setting
" | Event Log 2015-12-15 13:37:11.906 admin Operation login successfully D

%7 Upgrade Setting 2015-12-14 16:27:22.841 admin Operation Package Upload successfully
£ Web SSL Setting

2015-12-14 16:16:53.203 admin Operation login successfully

£ Redundancy Server &

£ Clear Data 2015-12-14 16:16:43.808 admin Operation [Role: Device1] Create role failed(The specific.

2015-12-14 16:16:26 425 admin Operation [Role: Device1] Create role failed(The specific

2015-12-14 16:10:57.487 admin Operation [Operating Account: admin] Add Backup Sch.

2015-12-14 16:056:10.815 admin Operation login successfully

2015-12-14 15:22:16 527 admin Operation [Operating Account: admin] Add Power Sche.

2015-12-14 15:22:04.017 admin Operation [Operating Account: admin] Add Power Sche...

2015-12-14 15:21:01.132 admin Operation login successfully

2015-12-14 15:18:17.712 admin Operation login successfully i

MNumber of Records: 100 / 135956

® Export CSV
Select data/time rage to export event log as CSV format to local side.

CSV Export Settings

\ |:2n15-12-15

3.8.7. Upgrade Setting

Use “RMM 3.1 Package.exe” tool to generate agent upgrade package with zip format, and
select “Upgrade Program” to upload Agent upgrade package to server. After uploading,
system will auto check all connected agent devices and give hint tag of upgrading on

corresponding device list when the users client logs in.
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System Setting

About g Upgrade Setting

Email Service
SMS Service Agentinstaller upload

Map Setting Upgrade Program
Notification Setting

Event Log
Upgrade Setting
Web SSL Setting

Redundancy Server & Install program

Acronis installer upload:

Clear Data

McAfee installer upload

Install program

WlSE-PaaSIRMM Dashboard | Mobile | admin | English

a Device Management @ Power Management Protection Management m Backup & Recovery Event
- - =
& Back Device Name 4 Software Status Report Status
ac
B ACDY Oam = R
i DylanPC2a1235 Qam 35 | £ ®
i Group1 |y
& Gou2 =  gateway 3310 Qam = ®
e - imx6qwise3310 Os8 £ rm| L ®
= | xpe0 mpcy -} i ®

lext  Last Page 1/ 1 pages

ADVANTECH

3.8.8. Web SSL Setting

User can switch SSL setting and select the port to open or close SSL.
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- System Setting

About Web SSL Setting

Email Service

SMS Service —
Web SSL: Disable

Map Setting

Notification Setting

Event Log

Upgrade Setting

Web SSL Setting

Redundancy Server &

Clear Data

3.8.9. Redundancy Server Setting
Redundancy management provides the server replication function.
You can build a replication set that the current server as master and the other servers as
slave. These slaves will keep synchronizing the data of master.
Once the replication set has been created. The default status of master is primary with the
highest priority, and the slaves are secondary with medium/low priority.
All the agents only connect to the server which is primary status.
When master crashing, it will launch failover process. One slave will promote to primary
depend on the priority. In this moment, all agent's connection will switch to this new
primary.
When master is recovery, it will launch failback process. The master will be primary again.
Server crash detection includes the status of management service, tomcat server, FTP server,
database and MQTT broker.
Notice:

1. If aserveris added to be someone’s slave server, its old data will be clear first.

2. If you want to use redundancy feature, you must have a static IP Address (localhost,

127.0.0.1 is not allowed).
3. You have to reboot your server PC before doing redundancy if you have never rebooted

your PC after RMM server installation.

® Add Redundancy Server
Click on the button “Add” to add a redundancy server. Users can input the server ip, name,

description, set priority and ssl check for the server.
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System Setting

About

Email Service
SMS Service
Map Setting Description | IP Addr...| Connected Enable SSL | Priority
Notification Setting
Event Log

Upgrade Setting
Web SSL Setting
Redundancy Server|

Clear Data

Add reduﬁdancy server

Name

Description -

Server IP [
\
\

Enable SSL O

® Edit Redundancy Server
Click on one of the fields of which server items to pop up the dialog of “Edit Redundancy
Server” for editing.

You can only edit the server which is connected status
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Edit redundancy server

® Delete Redundancy Server
Click on the icon “X” next to the server item to delete the redundancy server.

Information

Delete the redundancy server?

3.8.10.Clear Data

Manually or set up automatic period to clean event logs.
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System Setting

About

Email Service
SMS Service
Map Setting
Notification Setting
Event Log
Upgrade Setting
Web SSL Setting
Redundancy Server &
Activation Setting
Clear Data

Clear Data
Operation log clearance settings

@ System will automatically clear the device logs before the following period | 365 ‘ Days (7~1000)

Clear device events manually

@ System will automatically clear the operation/system logs before the following pericd | 90 | Days (7~1000)

Clear operation/system events manually

Delete device data

Delete device data before ‘ 2015-12-14

Clear device data manually
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4. Dashboard

Dashboard is a HTML-based engine for visualizing all kind of real-time and historic data from
loT devices, it provides a variety of widgets and data sources to help user create loT
dashboard. After user login the system, you can see the hyperlink of dashboard in the top-
right corner of system banner.

MSE—P&GS’RMM Dashboard | Mobile | admin | English

E Device Management @ Power Management @ Protection Management m Backup & Recovery g Event
- -

After user access to dashboard page, user can see the dashboard layout as below:

IWISE-PaaSIRMM

\
\
N
FOAA VA
avaid ATV RS
VN LTV

A T
I\ l.....a"\"\...l"

It consists of three parts: Toolbar, Grid and Data-Sheet.

® Toolbar
Toolbar provides basic main functions for dashboard management: HOME, EXPORT, IMPROT,
ADD PANE, ADD CONTENT PACK, CLEARWHITE/DEEPDARK and DATASOURCES.

® Grid
Grid supports intuitive drag-and-drop widgets from spanning multiple columns. It stores all
the widgets and data sources from data-sheet. After fetch data from data source, the widget

value will be updated automatically.

® Data-Sheet

When user redirect to dashboard page, the system will generate default sheet that named
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“NewBoard”. Each user can establish eight sheets.

4.1Back to RMM

HOME
Click link button to redirect to device management page

4.2Export Dashboard

EXPORT

Click link button to export and save current sheet information with JSON

format file.

4.3Import Dashboard

IMPORT
Click link button to import/upload sheet information with JSON format file

4.4Pane Control

® Add Pane
ADD PANE
Click link button to add a new PANE into grid
WlSE-PaasmMM HOME EXPORT MPORT ADD PANE ADD CONTENT PACK DEEPDARK DATASOURCES
[ ——— Z—----H
1 1
1 1
1 1
1 1
1 1
e e e e e e e e e e ] 1
® Edit Pane
Click to edit/modify the width and name of PANE.
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After clicking, the dashboard will pop-up PANE settings dialog.

PANE

SAVE CAMCEL
If user change column with from 1 to 2. The pane will occpy two columns.
WISE-PaasIRMM HOME EXPORT IMPORT ADD PANE ADD CONTENT PACK DEEPDARK DATASOURCES
DEMO
® Delete Pane
Click to delete pane from dashboard.
After clicking, the dashboard will pop-up delete confirmation dialog.
DELETE CONFIRMATION
Pane(demo) Are you sure you want to delete ?
YES NO

® Add Widget
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Click to create widget into pane. Pane can support multiples widgets.

After clicking, the dashboard will pop-up widget dialog. User can select type to switch
different settings of widget.

WIDGET

TYPE

Please select the type

CANCEL

For example, user can select text widget to monitor real-time data from WISE-PaaS/RMM
Real-Time Data.
Click “Text” to switch WIDGET settings. This is very important to set DATA field from data

source.
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Thisisa widget that can display text and sparkiine chart

If user chooses invalid data from data source, the text widget cannot be display.

The detail data format will be explained in the following table:

Text NUMBER or TEXT (DOESNOT DISPKAY
SPARKKINE)

Sparkline NUMBER

Gauge NUMBER

Pointer NUMBER

Google Map NUMBER for latitude and longitude

Google Map (Multiple marker)

ARRAY
[[<MARKER_NAME>,<LAT>,<LONG>]]

Picture URL

HTML TEXT

Table JSON Object, two columns sample
{

“header”:[
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“<COL_NAME_1>",  “<COL_NAME_2>"

1,

“data”:[

{

“<COL_NAME_1>":
“<COL_NAME_1_VALUE>",
“<COL_NAME_2>":
“<COL_NAME_2_VALUE>”

}//each row

]

}
FAN NUMBER

On: 1, Off: 0
RAG indicator Light NUMBER

RED:2 Amber: 1 Green: 0
Progress bar NUMBER

C3 Chart

JSON Object.
Reference to http://c3js.org/

Real-Time Line Monitor

NUMBER

jqPlot chart

JSON Object
{"result":{"unit":"5_MINUTE","itemList":[]}}

® DATASOURCE Field Format

The Data field format is datasource[“<DATA_SOURC_GIVEN_NAME"][“<JSON_KEY>"][..]

® DATASOURCE Selection

DATASOURCE

Click to parse data of JSON from data sources.
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http://c3js.org/

This is a widget that can display text and sparkline chart.

TYPE
TITLE
A maximum of 100 characters
TEXTSIZE
DATA | datasources + DATASOURCE
result
* DECIMAL

User need to choose valid data into the widget.

This is a widget that can display text and sparkline chart
TYPE

TITLE

A maximum of 100 characters

TEXTSIZE

DATA H- DATASOURCE @ JSON VIEWER JS. EDITOR

A maximum of 2000 characters

® JSON VIEWER Selection

JSON VIEWER
Click to get data of JSON from data sources with readable JSON viewer.

Use JSONViewer to quickly select data
DataSource

{

| E result : {

| [=) itenList : [
| [l - {

[ | e

| | sensorld :
| | ts:

| }

| 1

|
}

1
i

CLOSE

User can click key of JSON to render data into widget.
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This is a widget that can display text and sparkline chart

TYPE
TITLE
TEXTSIZE
DATA - DATASOURCE JSON VIEWER JS. EDITOR
® JS. EDITOR Selection
J5. EDITOR
Click to re-calculate data of JSON with java script syntax.
WIDGET
This is a widget that can display different lights (red, amber, green) according to the state
TYPE
TITLE
DATA DATASOURCE JSON VIEWER JS.EDITOR
GREEN TEXT DATASOURCE JSON VIEWER J5. EDITOR
AMBER TEXT DATASQOURCE JSON VIEWER JS.EDITOR
RED TEXT DATASOURCE JSON VIEWER JS. EDITOR
STYLE (NORMAL, DIM DATASOURCE JSON VIEWER JS. EDITOR
FLASH
SAVE CANCEL

After clicking, the dashboard will pop-up syntax code dialog. User can write some syntax

code to re-calculated data. Use return to pass new data.

var currentVal = datasources["real-time
data"]["result"]["itemList"]["0"]["Vv"];
if(currentVal > 5){

return 2;
lelse{
return 0;
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For example, if current voltage more than 5, the RAG indicator will be display RED light.
Otherwise it will be display GREEN light.

4.5Dashboard view mode (VIEW/EDIT)

Click icon to swith dashboard to view mode.

<« C' | [1 localhost:8080/dashboard jsp

NewBoard

In view mode, all actions will be hided. After clicking , it will be changed to EDIT

model.

4.6Columns Control

® Increase and Decrease Width of Grid

Click icon to switch dashboard to increase width of grid (Default is three columns).
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WISE-PaaS/RMM

3 columns

After clicking icon , it will display four columns.
Otherwise click icon to decrease width of grid.

4.7 Content Pack Control

Content pack control is powerful tool that can help user to create rich dashboard quickly and
let user know how to create widgets and data sources. It provides five templates for server
overview and monitor devices’ status.

® Add Content Pack

. . ADD CONTENT PACK .
Click link button to open content packs dialog.

PLEASE CHOOSE CONTENT PACK

B i i e 8

Server Overview Device System Info Device Hardware Device Network Status Device HDD Status
Status (SUSI Contral)

SAVE CANCEL

® Server Overview

Click “Server overview” icon to monitor server status for CPU/MEM/HDD and devices’ map

115



WISE-PaaS/RMM
HOME EXPORT IMPORT ADD PANE ADD CONTENT PACK DEEFDARK

SERVER STATUS SERVER STATUS: CPU SERVER STATUS: MEM
cPU

B8s%
MEMORY

- L

HDD

Bb0%

o . -
DEVICE MAP
1L
)

«Google HOERTRIO2015 Google  {EAEET

Server Over

Note: In devices’ map widget, user need to set location information to each device.

® Device Hardware Status (SUSIControl)
Click “Device hardware status (SUSIControl)” to monitor device status with SUSIControl

drive.

PLEASE CHOOSE CONTENT PACK

B 5| & B

Server Overview Device System Info Device Hardware Device Network Status Device HDD Status
Status (SUSI Control)

SAVE CANCEL

After clicking, the dashboard will pop-up device selection dialog.

DEVICE HARDWARE STATUS (SUSI CONTROL) - PLEASE SELECT DEVICE

ROLE

DEVICE

CANCEL

User can select device and click “SAVE” to create SUSIControl sheet. If the device is gateway,

content pack will show the SenHub monitor by default.
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DATASOURCES
WISE'PaaSIRMM HOME EXPORT IMPORT ADD PANE ADD CONTENT PACK DEEPDARK LAST

GIVEN NAME UPDATED

imxGqwise3310/Temperature/Local

IMX6QWISE3310/TEMPERATURE MOTION co2 Temperature Reading
Local Temperature Reading Ultrasonic Humidity
Motion/Ultrasonic
CO2/Humidity
Temperature
CO2/Temperature
C0O2/CO2
coz2
ADD
imxéqwise33

4.8Theme Control

Click link button to change CLEARWHITE theme, otherwise click link

DEEPDARK
button to change DEEPDARK theme

4.9Data Sources Control
® Open Data Source Panel

DATASOURCES
Click link button to open data sources panel in right-hand side.
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DATASOURCES

# ADD

WISE-PaaSmMM ¥ HOME = EXPORT = MPORT + ADD PANE b ADD CONTENT PACK.  * DEEPDARK

NewBoard(2)

® Close Data Sources Panel

DATASOURCES

= ADD

® Add Data Source

Click “ADD” to open data sources’ types dialog. The dashboard provides 10 different types

data sources. The data sources can consists two categories: one is 3" packages, another is

WISE-PaaS/RMM packages. Use WISE-PaaS/RMM data sources can easily fetch Device data

from RMM REST APIs.

DATASOURCE

Please select the type
CANCEL

The dashboard supports the following data sources:
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Time Clock

This data source is updated at specified
intervals, returns the current time in a
different format.You can display a timer on
the screen, the widget will be able to use in
order to refresh at regular intervals.

JSON Content

This datasource will receive the JSON data
from the specified URL.

Open Weather Map API

This datasource will receive a variety of
weather data, including the weather and
forecasts history.

Yahoo Weather API

This datasource will receive a JSON data by
using Yahoo Weather API

WISE-PaaS/RMM — Server status

This datasource will receive a Server Status
JSON data.

WISE-PaaS/RMM — Device Map

This datasource will receive a Device Map
JSON data.

WISE-PaaS/RMM — Data Analytics

This datasource will receive a JSON data

Analyze result.

WISE-PaaS/RMM — Real-time Data

This datasource will receive a real time JSON
data.

WISE-PaaS/RMM — Query Sensor Data

This datasource will receive sensor JSON
data.

WISE-PaaS/RMM —WebSocket

This datasource will receive a JSON data by
using the WebSocket.

® Add WISE-PaaS/RMM: Real-Time Data Sources
Real-Time data will receive real time JSON data from RMM Rest API
( /DeviceCtl/getDeviceData). Please select TYPE ‘WISE-PaaS/RMM’ and fill form.
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DATASOURCE

This datasource will receive a real time JSON data

TYPE

* GIVEN NAME

A maximum of 20 characters

REFRESH EVERY SECONDS

USER

DEVICE

SENHUB

HANDLER

SOURCE

SAVE CANCEL
After filling form, click “SAVE” to save settings into data sources panel.
DATASOURCES
GIVEN NAME LAST UPDATED
real-time data = 1
=+ ADD

® Edit Data Source

Click given name “real-time data” to edit settings

DATASOURCES

GIVEN NAME LAST UPDATED

real-time data

® Delete Data Source

Click to delete data source item.
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DATASOURCES

GIVEN NAME LAST UPDATED

real-time data

ADD

After clicking, the dashboard will pop-up delete confirmation dialog.

DELETE CONFIRMATION

DataSource(real-time data) Are you sure you want to delete ?

YES

® Manual to Refresh Data Source

Click to refresh data by manual. After clicking, last updated time will be changed.
DATASOURCES
GIVEN NAME LAST UPDATED

real-time data

ADD

4.10 Data Sheet Control
® C(Create Sheet

Click icon to create new sheet named ‘NewBoard(NUMBERY)'.

NewBoard(2)

® Delete Sheet
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Click icon to delete current sheet (highlight)

NewBoard(2)

After clicking delete button, it will display confirm dialog widow.

- _________________________________________________________________|
DELETE CONFIRMATION

Are you sure you want to delete NewBoard(2) from the database ?

YES NO

® Edit Sheet Name
Double-Click sheet name to edit sheet name. after leaving edit textbox, it will be saved
automatically.

® Load Sheet
Click sheet tab to load sheet information (panes/widgets/data sources)

4.11 Data Source adapters

In order to reduce complex data source selection. The dashboard supports adapter
mechanism to parse data. Only choose data source with first level, the system will pass valid
data into widget automatically. For example in Real-Time data of data source user can change
original data source format to “datasources[<DATA_SOURCE_GIVEN_NAME>]".

WIDGET

This is a widget that can display text and sparkline chart
TYPE

TITLE

A maximum of 100 characters

TEXTSIZE

DATA DATASQURCE JSON VIEWER JS. EDITOR

A maximum of 2000 characlers
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The text widget can fetch data directly.

The dashboard’s adapters support the following data sources and widgets

WISE-PaaS/RMM — Device Map Google Map (Multiple marker)
WISE-PaaS/RMM — Data Analytics C3.js/jgPlot/table

WISE-PaaS/RMM — Real-time Data Pointer/Text/Gauge/Real-Time Line Monitor
WISE-PaaS/RMM — Query Sensor Data C3.js/table
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5. RMM Client (Mobile)

5.1. User Login/Logout

5.1.1 Browsing Mode

® RMM index page auto-detects default browsing mode for mobile device.
® “Mobile mode” provides simple user interface for low-resolution mobile devices.
® “PC mode”can be clicked to switch to large-resolution PC mode portal.
ee0c0 FEF(E T FHa:32 7 @ W || evcco hEmE = F4F4:30 5 om0
& > 172.22.12.77 : & 172.22.12.77
WISE-PaaS/RMM
User Name
Password
“Login
I PC mode
5.1.2 Llogln
® Fillin valid “User Name” and “Password” and then click “Log in”.
00000 RFR(E T . TFHFa:32 7 o W)
S 172.22.12.77 @

WISE-PaaS/RMM

User Name

Password

Login

| PC mode
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® After successful log in, if server contains sub-server, it will enter to devices page directly.

eo0oco FRIERE 7 2 THF4:31 5 o)

& > | 172.22.12.77 8|

Devices

Root Server

admin

PC040506
Windows 7 Service Pack 1 X64 >
3 days, 5 hours, 22 minutes

(4i1) gateway 3310
Poky (Yocto Project Reference Distro) 1.5. >

Offiine
('i') imx6qwise3310
_ Poky (Yocto Project Reference Distro) 1.5... ’
Offline

E 0 B

5.1.3 LogOut
® After confirm log out, page will back to initial Log In page

172.22.12.16:2020/1 ¢

172.22.12.16

Settings

Account

admin

ﬂ Your account >

Please Confirm
Details Are you sure you want to log out ?

= View your account details

Cancel Log Out

| Log Out

| 3 Clear the configured account

Information

Version
1.00

5.2. Devices Management

® C(Clickthe iconE to switch to Devices Management page.
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00000 REERIE = FT4a:31 v om0

& S 172221277 3]

Devices

Root Server

admin

PC040506
Windows 7 Service Pack 1 X64 >

3 days, 5 hours, 22 minutes

gateway 3310

d Poky (Yocto Project Reference Distro) 1.5... ,
Offline

imx6qwise3310

u Poky (Yocto Project Reference Distro) 1.5. )
Offline

5.2.1 View Mode Switch

® Devices mode:
Click “Devices Tab” to switch to devices mode. It shows all devices information that
managed by account.

eecco ER(F T ¢ E%10:00

7 O W | eecco DERE T -

E410:00

& 172221277 B & 172221277

Devices Devices

Root Server Root Server

admin admin

g PCU4U50L6 >
GW - Connected
s : 7
((.)) imx6qwise3310 Windows 7 Service Pack 1 X64
, 3 days, 8 hours, 51 minutes

Poky (Yocto Project Reference Distro) 1.5..

0 days, 0 hours, 31 minutes

gateway 3310

u Poky (Yocto Project Reference Distro) 1.5... )
Offline

xpe01
Windows XP X86 >
Offline

g PC040506 | oevice tame
| S ——

Windows 7 Service Pack 1 X64 ] 0s Version ,
[E davs. B hours, BT mnutes] oot Time

onnected
" gateway 3310
u Poky (Yocto Project Reference Distro) 1.5. )
Offline

® Groups mode:
Click “Groups Tab” to switch to groups mode. It shows all groups information that

managed by account.
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eecoo PEF(E 7T 2 T46:19 7o)

& | 172.2212.77 E]

Devices

Groups 2

Root Server

admin

al Default group
E. >

1
a‘a. 0 device, 0 abnormal >

777
ala. 0 device, 0 abnormal >

|3 groups, 4 devices monitored.|

5.2.2 Share Account Switch

® Switch share account:
Click “select menu” to select account.

eecoo RERPE T - T46:20 5 o>

& S 172221277 3]

Devices

Devices

Root Server

admin

gateway 3310

i
u Poky (Yocto Project Reference Distro) 1.5.. ,
Offline l

admin
111

5.2.3 Device Search

® Search device by keyword:

Click “search text bar”to enter keyword for device searching.
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es0co HEME T ¢ TH6:20 7 o m

& S 172221277 3]

Devices

Devices

Root Server

admin

)
P gateway 3310
@D  Pov (Yocto Project Reference Distro) 1.5... >
Offline

1 device monitored.

z.-!

5.2.4 Group Control

® Group detailed information:
Click “Groups Tab”to select targeted group. It shows group information, devices and
support group commands.

172.22.12.16 c @ :
Groups aaa
ala. aaa
1 online device, 1 offline device
Devices

ADVANTEC-XSKA6T
Windows XP Service Pack 3 X86 >

0 days, 1 hours, 35 minutes

PC010315
Windows 7 Service Pack 1 X64 >
Offline

Group Commands

Y Restart
\,z:a Restart the computer >
l Power Off >
Power off the computer
Hibernate

ad) Put the comnuiter intn hihernation >

® Restart group devices:
Click “Restart” item and confirm the pop up warning.

System will restart all devices in group.
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172.22.12.16.81 noevie G | [[@ &

Groups

= ADVANTEC-XSKA6T
Windows XP Service Pack 3 X86 )
0 days, 0 hours, 50 minutes

PC010315
Windows 7 Service Pack 1 X64 )
Offline

Group Commands

¥ Restart
g Restart the computer )

2 ! a Power Off
e vou Wa
computer?

Restart

Cancel

® Power off group devices:
Click “Power Off” item and confirm the pop up warning.
System will power all devices off in the group.

172.22.12.16.81 noevie G | (@ &
Groups
Lol ADVANTEC-XSKA6T
Windows XP Service Pack 3 X86 )

0 days, 0 hours, 50 minutes

PC010315
Windows 7 Service Pack 1 X64 )
Offline

Group Commands

¥ Restart
g Restart the computer )

)'A Power Off
N P ———
computer?

Power Off

Cancel

® Hibernate all devices of the group:
Click “Hibernate” item and confirm the pop up warning.

System will hibernate all devices in the group.
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® Wakeup group devices:

172.22.12.16.81 noevie G | [[@ &

Groups

= ADVANTEC-XSKA6T
Windows XP Service Pack 3 X86 )
0 days, 0 hours, 50 minutes

PC010315
Windows 7 Service Pack 1 X64 )
Offline

Group Commands

¥ Restart
g Restart the computer )

)'A Power Off
>
re ure you w 0

computer?

Hibernate

Cancel

Click “Wakeup” item and confirm the pop up warning.

System will wake up all devices in the group.

5.2.5 Device Control-IPC

172.22.12.16.81 noevie G | (@ &
Groups
Lol ADVANTEC-XSKA6T
Windows XP Service Pack 3 X86 )

0 days, 0 hours, 50 minutes

PC010315
Windows 7 Service Pack 1 X64 )
Offline

Group Commands

¥ Restart
g Restart the computer )

)'A Power Off
3
Are \ & Vou W

computer?

U ELC

Cancel

® Device detailed information:

Click target loT device.
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172.22.12.16 c @ :

Devices ADVANTEC-XSKA6T
ADVANTEC-XSKA6T
Windows XP Service Pack 3 X86
0 days, 1 hours, 9 minutes

Overview

0%
CPU usage )

16% 563 MB of 3489 MB
Memory usage )
Q”

Device Location(No informati...
View map on Map

1 Device Notifications >
View all notifications for the system

Details

] Hardware Details

® CPU usage:

Click target device and click “CPU usage” to view curve chart of CPU usage.

172.22.12.16 c @ : 172.22.12.16 c :
Devices ADVANTEC-XSKA6T ADVANTEC-XSK... CPU usage
100%
ADVANTEC-XSKA6T
Windows XP Service Pack 3 X86 90%
0 days, 1 hours, 2 minutes °
Overview o
T T
i i i CPU usage > T0%
60%
12% 405 MB of 3489 MB
Memory usage )
50%
Device Location 40%
y View map on Map )
30%
1 Device Notifications
= View all notifications for the system ) 20%
. 10%
Details N .=
/ h \
s Hardware Details - Lr

® Memory usage:

Click target device and click “Memory usage” to view the memory curve chart.
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® Map:

Click target device and click “Device Location” to view the location of your device on

172.22.12.16

c @ :

Devices ADVANTEC-XSKA6T
ADVANTEC-XSKA6T
Windows XP Service Pack 3 X86
0 days, 1 hours, 2 minutes

Overview
T
i i § CPU usage )
12% 405 MB of 3489 MB
Memory usage )
Device Location
y View map on Map )

1 Device Notifications >
View all notifications for the system

Details

MM  Hardware Details

172.22.12.16 c :

ADVANTEC-XSK.. Memory usage

100%

90%

80%

T0%

60%

50%

40%

30%

20%

10%

Google Maps.

172.22.12.16

c @ i

Devices ADVANTEC-XSKA6T
ADVANTEC-XSKA6T
Windows XP Service Pack 3 X86
0 days, 1 hours, 2 minutes

Overview
0%
CPU usage )
12% 405 MB of 3489 MB
Memory usage )

Device Location

I
O

172.22.12.16 c @ :
3 _Map | Satellite

]

Danshui
a

0 Beitou  Keelung[City,.
.S LY Shilin Xizﬁ(;:%
T ==t
LuZhu(Twy ;D'gan GO
P oy D e
,9"9‘ (35 Xindian™ 453

View map on Map ) Xinf
TRl Dasi New>
i) Taipei City
1 Device Notifications > /Hﬁ‘ﬁ Yol i
- View all notifications for the system \z\ 25 3 Y'I?
enffwp ~ Hsinchu L“? 109
County WQ\}
Details + Suap]
fal
MM  Hardware Details - = A NansofTwp)

® Notifications:

Click target device and click “Device Notifications” to view the notifications of your

device.
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172.22.12.16 c : 172.22.12.16 c @ :

Devices ADVANTEC-XSKA6T
ADVANTEC-XSKA6T
Windows XP Service Pack 3 X86
0 days, 1 hours, 2 minutes

Overview

ADVANTEC-XSK..  Notifications

Error

€ 2014-07-22 10:58 fay(s) a
0% >

i CPU usage
€ 2014-07-22 18:07 fay(
12% 405 MB of 3489 MB >
Memory usage )
€ 2014-07-22 10:55 tay(s) ag
o

Device Location
View map on Map

€ 2014-07-2211:35
| Device Notifications >
r View all notifications for the system >
€ 2014-07-2213:19 .
Details : >
Js  Hardware Details - i

Sort notifications of device by severity:
Click target device and click “Device Notifications” and click “Sort by Severity”.

172.22.12.16 cm

172.22.12.16 c

ADVANTEC-XSK..  Notifications ADVANTEC-XsK...  Notifications

Error 2014-07-24

€ 2014-07-22 10:58 © 2014-07-24 16:45
>

€ 2014-07-22 18:07 € 2014-07-2416:35
>

€ 2014-07-22 10:55 = © 2014-07-24 16:32

€ 2014-07-22 11:35 € 2014-07-24 16:28
>

€ 2014-07-2213:19 = © 2014-07-2413:50

Sort notifications of device by date:

Click target device and click “Device Notifications” and click “Sort by Date” Tab.

View one of device notification:

Click target device = click “Device Notifications” > click one of notifications.
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172.22.12.16 c

Notifications Notification

1 Date:  2014-07-24 16:45

Priority: Information

ADVANTEC-XSKAGT: Agent Network Back to
Normal

® Hardware monitor:

Click target device = click “Hardware Details” to view the hardware information.

172.22.12.16 c @ : 172.22.12.16 c @ :
Devices ADVANTEC-XSKA6T ADVANTEC-XSK... Hardware Details
Voltage 5
Details
CMOS Battery
G 102V
Hardware Details 2102
Q‘ View temperatures and fan speeds >
5V Standby
5.026V
) .“Y Software Processes
v View all running processes )
12v
MoAf 11.29V
cAfee
a Protection )
5V
= 5.032V
O Acronis >
— Backup & Recovery
3.3V
= 3.26V
Terminal
Execute commands in a terminal ) -
Temperture 1
Power CPU
b 4 &

® Hard Disk Details:

Click target device = click “Hard Disk Details” to view the hard disk information.

134



172.22.12.22:8080/m/#frmDev : 172.22.12.22:808 frmSett . @0 3
Devices ADVANTECH ADVANTECH Hard Disk Details
Details HDD Name
Disk0-ST250LT012-9WS141
Hardware Details
Q View temperatures and fan speeds ) Index
0
Hard Disk Details >
779‘ View hard disk information Health
62 %
Software Processes >l | Temperture
View all running processes
33°C
McAfee > PowerOn Time
4 Protection 10228 hour
O Acronis > ECC
= 0
P Backup & Recovery
- S.M.AR.T.
. Terminal 5 ¥ ) View detail S.M.A.R.T. information ’
Execute commands in a terminal

® S.MA.RT:
Click target device > click “Hard Disk Details” > click “S.M.A.R.T.” (If hard disk support
S.M.A.RT)

172.22.12.22 Sett | [] : 172.22.12.22:8080/m/#frmSett = [1] :

HDD Name

Disk0-ST250LT012-9WS141 ID: 254

Property Name : FreeFallProtection
Current Value : 100
Worst Value : 100

Index Vendor Data : 000000000000

0 Flags : 12800

Health ID: 242

62 % Property Name : TotalLBAsRead

Current Value : 100
Worst Value : 253
Vendor Data : 0000C770B09D

Temperture Flags: 0
33°C
1D : 241
PowerOn Time Property Name : TotalLBAsWritten
10228 hour Current Value : 100

Worst Value : 253
Vendor Data : 0000BC177E88

Flags:0
ECC
0

ID : 240

Property Name : HeadFlyingHours
S.M.AR.T. > Current Value : 92

Worst Value : 92

View detail S.M.AR.T. information
Vendor Data : 057800001BA9

® Software monitor:
Click target device = click “Software Processes” to view all running processes.
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172.22.12.16 c @ : 172.22.12.16 c @ :

Devices ADVANTEC-XSKA6T

ADVANTECH Software Processes

Details
Hardware Details CAgent.exe
View temperatures and fan speeds > M PID:2288 >
CPU:0%
Memory:7MB
Software Processes >
View all running processes | cmd.exe
M PID:2188
. CPU:0% >
Memory:2MB
McAfee >
Protection

explorer.exe

) PID:1972 >
Acronis CPU.0%

Backup & Recovery > Memory:19MB

B lc @« B 3

i hkcmd.exe
Terminal > '.'“r PID:200 >
Execute commands in a terminal CPU:0%
Memory:4MB

Power

igfxpers.exe

B Sort processes by name:
Click target device = click “Software Processes”-> click “Name Tab”.

172.22.12.16 c @ :

ADVANTECH Software Processes

—_——

CAgent.exe

PID:2288

CPU:0% >
Memory:7MB

&

cmd.exe

PID:2188

CPU:0% )
Memory:2MB

%

explorer.exe

PID:1972

CPU:0% >
Memory:19MB

E

hkemd.exe

PID:200

CPU:0% )
Memory:4MB

E

igfxpers.exe

B Sort processes by CPU:
Click target device = click “Software Processes”-> click “%CPU Tab”.
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172.22.12.16 c @ :

ADVANTECH Software Processes

explorer.exe

PID:1972

CPU:0% >
Memory:19MB

&

rundll.exe

PID:176

CPU:0% >
Memory:2MB

&

igfxtray.exe

PID:168

CPU:0% >
Memory:4MB

&

hkemd.exe

PID:200

CPU:0% )
Memory:4MB

8

igfxpers.exe

B Sort processes by memory:
Click target device = click “Software Processes”-> click “Memory Tab”.

172.22.12.16 c @ :

ADVANTECH Software Processes

e

RTHDCPL.EXE

PID:252

CPU:0% )
Memory:21MB

&

explorer.exe

PID:1972

CPU:0% >
Memory:19MB

&

CAgent.exe

PID:2288

CPU:0% >
Memory:7MB

&

igfxtray.exe

PID:168

CPU:0% >
Memory:4MB

8

hkcmd.exe

B Kill one of process:
Click target device = click “Software Processes”—> click one of process that you
want to kill=> click “Kill”.
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172.22.12.16 c @

ADVANTECH Software Processes

Memory

RTHDCPL.EXE

*4( PID:252
CPU:0% >

Memory:21MB
explorer.exe
ﬂ PID:1972
CPU:0% >

Memory:19MB

CAaent eve

® McAfee:
Click target device > click “McAfee” to view McAfee status.

172.22.12.22:8080/m/#frmDev = [ 3 172221216 c :
e ADVANTECH
Details McAfee
P/ View and control protection for the system
Hardware Details >
, View temperatures and fan speeds
; Install
. I Not installed )
Hard Disk Details >
- View hard disk information
>
il Software Processes
View all runnin: )
g processes
>
McAfee
a Protection )
' >
O Acronis >
= Backup & Recovery
- Terminal >
Execute commands in a terminal

B Install McAfee evaluation version:
Click target device = click “McAfee” > “Install”=>”Evaluation” 2" Install”.
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172.22.12.16 C H

ADVANTECH McAfee
a

a

McAfee

View and control protection for the system

172.22.12.16

¥

McAfee Install

McAfee installation
Sl Please fill legal serial number o select evaluation v

c : 172.22.12.16

Install
Not installed >

Evaluation

Evaluation

McAfee installation
H Please fill legal serial number or select evaluation v

A

Install 30 days evaluation version

>

Enter serial number
Please fill legal serial number

N
> =l

Install 30 days evaluation version >

Enter serial number
Please fill legal serial number )

B Install McAfee official version:
Click target device > click “McAfee” 2> “Install”>”Enter serial number”>enter the
legal serial number—>click “Save”-> click “Official version” > “Install”.

McAfee?

Install

Cancel

172.22.12.16

McAfee

Q

ADVANTECH McAfee

View and control protection for the system

cm :

172.22.12.16

¥

Install
Not installed

L

c @

McAfee Install

McAfee installation
Sl Please fill legal serial number o select evaluation v

Evaluation
Install 30 days evaluation version

>

Enter serial number
Please fill legal serial number

>

>
> L
>
;4
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172.22.12.16:8080/m/#frmDevic & [@) & 172221216 c :
Install Fill serial number Save McAfee Install
) McAfee serial number ‘ McAfee installation

**%08 | piease fill legal serial number Tl Please fill legal serial number or select evaluation v
Company name:| advantech]| | Evaluation

Install 30 days evaluation version >

Serial number:| 8AE9-9444-8854-516D-C9 |

fa Official version >
=+J2]  a8AE9-9444-8854-516D-C912-84

B Activate McAfee:
Click target device > click “McAfee” 2> “Activate” > enter the legal serial
number—>click “Save”.

172.22.12.16 cC : 172.22.12.16:8080/m/#frmDevic G [[@ &
McAfee ) McAfee serial number
%/ View and control protection for the system ‘H“I t I Please fill legal serial number

Company name:| advantech| |

Serial number:| 8AE9-0444-8854-516D-C9 |

Activate
. Not activated )

Update
h Update )
M

Protect
Unprotect

B Update McAfee:
Click target device = click “McAfee” > “Update”.
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172.22.12.16 c @ :

ADVANTECH McAfee

McAfee

P’ View and control protection for the system
N

) Activate
’ Not activated >

Update
* Update )

B Enable McAfee:
Click target device > click “McAfee” 2> “Protect”.

172.22.12.16 awC @

ADVANTECH McAfee

McAfee
« P/ View and control protection for the system
—

' Activate
’ Not activated >

Update
% Update )

Protect

Cancel

® Acronis:

Click target device =>click “Acronis” to view Acronis status.
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172.22.12.16 6 :
Devices ADVANTEC-XSKA6T
Details

172.22.12.16 c :
Acronis

= View and control backup or restore for the system

Power

Hardware Details
% View temperatures and fan speeds ) ; Install )
. . Not installed
\ M Software Processes
View all running processes )
P
McAfee >
4 Protection
- F
o Acronis >
R
— Backup & Recovery >
Terminal >
Execute commands in a terminal

B Set Acronis ASZ size:

Click target device > click “Acronis” > “Install”>”Select Acronis Secure Zone
size” > set ASZ size—>click “Save”.

172.22.12.16 C :
Acronis

= View and control backup or restore for the system

A

Install
Not installed >

172.22.12.16 c :

Acronis Install

Acronis installation

Hl Please fill legal serial number or select evaluation v

Evaluation
Install 30 days evaluation version >
fa Enter serial number
H"I 1 l Please fill legal serial number >
B Select Acronis Secure Z...
50% >

172.22.12.16 c :

Install Select Acronis Secure Zone si:" Save

A Acronis Secure Zone

Please select the acronis security zone size

ASZ size (the range is between used disk and
free disk, theoretically, the used disk space
will larger than 0%):

50%

B Install Acronis evaluation version:
Click target device = click “Acronis” > “Install”=>”Evaluation”=2>"Install”.
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172221216 c : 172.2212.16 c : 172221216 c @ :

ADVANTECH Acronis Acronis Install Acronis Install

Acronis ‘ Acronis installation ’ Acronis installation
—_— View and control backup or restore for the system Bl Please fill legal serial number or select evaluation v Rl Please fill legal serial number or select evaluation v
‘ Install Evaluation 30 Evaluation >
H Not installed ) Install 30 days evaluation version ) FREE Install 30 days evaluation version
fal Enter serial number N Enter serial number >
4 H"'l 1 I Please fill legal serial number > Mnl t l Please fill legal serial number
B Select Acronis Secure Z... A Select Acronis Secure Z... >
> 50% > 50%
i i 0 H
Acronis with 50% ASZ of free space?
|| >

Install

Cancel

B Install Acronis official version:
Click target device > click “Acronis” > “Install”>”Enter serial number”>enter the
legal serial number—>click “Save - click “Official version” > “Install”.

172.22.12.16 c : 172.22.12.16 c :
ADVANTECH Acronis Acronis Install
o Acronis ; Acronis installation
ﬂ View and control backup or restore for the system Sl Please fill legal serial number or select evaluation v
; Install Evaluation
el installed > Install 30 days evaluation version >
fa Enter serial number
4 H"I 1 I Please fill legal serial number >
B Select Acronis Secure Z...
4 50% 2>
N 4
’
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172.22.1216:8080/m/#fmbevi & (@) 8 || 172221216 c :

Install Fill serial number save Acronis Install

() Acronis serial number ‘, Acronis installation

"“”‘I 1 I Please fill legal serial number Please fill legal serial number or select evaluation v

Company name:l a | Evaluation >
m Install 30 days evaluation version

Serial number:| 5FEE-4287-00B4-FA60-961 |

N Official version
***|1]  a4FEE-4267.0084-FAG0-06CE4OE 1-085A 4

B Select Acronis Secure Z...
50% )

B Activate Acronis:
Click target device —>click “Acronis” > “Activate” > enter the legal serial
number—>click “Save”.

.
172.22.12.16:8080/m/#frmDevic C : 172.22.12.16:8080/m/#frmDevic & [ &
ADVANTECH Acronis Install Fill serial number Save

Acronis (") Acronis serial number
mssswsm  View and control backup or restore for the system *‘”"I 1 I Please fill legal serial number

Company name:l a |

>
Serial number:| 5FEE-4287-0084-FA60-961
™ Activate
’ Not activated )
Update
Update >
Backu
3 >

2014-07-16 14:10:13.976

Restore
O No action )

B Update Acronis:
Click target device = click “Acronis” > “Update”.
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Backup:

172.22.12.16:8080/m/#frmDevic C' @ :

ADVANTECH Acronis

Acronis

- View and control backup or restore for the system

Install

>

/; Activate
Not activated )

Update
# Update )

Cancel

Click target device = click “Acronis”—=>“Backup”.

Restore:

172.22.12.16:8080/m/#frmDevic & | (@) &
Acronis

‘- View and control backup or restore for the system

Install

>
R Activate
’ Not activated >
Update
* Update )

e vou W

computer?

Backup

Cancel

Click target device =>click “Acronis” > “Restore”.
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172.22.12.16 c @ :

ADVANTECH Acronis

Acronis

ssssmms  View and control backup or restore for the system
—

Activate
[ 4

Not activated

Update
h Update )

computer?

Restore

Cancel

® Terminal:
Click target device > click “Terminal” to view and enter the command line.

172.22.12.22:8080/1 n o 172.22.12.16 c :

Devices Notificatio e

McAfee
Protection Terminal

Execute commands in a terminal
O Acronis >

Backup & Recover!
— 2 H

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

> Terminal > C:\Documents and Settings\Administrator\Desk
Execute commands in a terminal
Power
Y Restart >

A E } Restart the computer

j Power Off >
U Power off the computer

Hibernate >
w Put the computer into hibernation

® Restart the device:
Click target device = “Restart”—>”Restart” to reboot the device.
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172.22.12.16 c @ : 172.22.12.16 cm :
Devices ADVANTECH Devices ADVANTECH
< Protection > g Protection >
o Acronis O Acronis >
— Backup & Recovery ) _ Backup & Recovery
f Terminal Terminal
Execute commands in a terminal ) Execute commands in a terminal >
Power Power
¥ | Restart
g Restart the computer >
ﬂ Power Off
U Power off the computer )
Restart
Hibernate
w Put the computer into hibernation )
Cancel

®  Shut the device down:
H H “« ” ” ” H
Click target device = “Power Off”>”Power Off” to shut the device down.
172.22.12.16 c @ & | 2221216 c @ :
Devices ADVANTECH Devices ADVANTECH
g Protection > bl Protection >
o Acronis O Acronis >
— ) = Backup & Recovery
—_— Backup & Recovery —
f Terminal Terminal >
Execute commands in a terminal > Execute commands in a terminal
Power Power
¥ Restart ‘A Restart -
g Restart the computer > W S - e
computer?
ﬂ Power Off
U Power off the computer )
Power Off
Hibernate
w Put the computer into hibernation )
Cancel

® Hibernate the device:
Click target device > “Hibernate” > ”Hibernate” to hibernate the device.
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® Wakeup the device:

Click target device = “Wakeup”=>" Wakeup” to wake up the device.

172.22.12.16 c @ : 172.22.12.16 c @ :
Devices ADVANTECH Devices ADVANTECH
g Protection > Protection >
o Acronis O Acronis >
—_— Backup & Recovery > e Backup & Recovery
f Terminal Terminal
Execute commands in a terminal ) Execute commands in a terminal >
Power Power
= Restart
g Restart the computer >
computer?
“ Power Off
U Power off the computer > "
Hibernate
Hibernate
w Put the computer into hibernation ) c
ancel

172.22.12.16

c @

172.22.12.16

c @

Devices PC010315 Devices PC010315

PC010315
Windows 7 Service Pack 1 X64

PC010315
Windows 7 Service Pack 1 X64

5.2.6 Device Control- GW

® GWalist:

Click target GW device.
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computer?

Wakeup

Cancel

Offline Offline
Overview Overview
1 Device Notifications 1 Device Notifications >
o View all notifications for the system > i View all notifications for the system

Power Power

Wakeup @ Wakeup >

Put the computer into wakeup > Put the computer into wakeup

& VOU WA




ee000 FEP(E T ¢ E510:45 7 o mm)

& 172221277 E]
(®) imx6qwise3310

Poky (Yocto Project Reference Distro) 1.5.3 armv7!
0 days, 0 hours, 46 minutes

SenHub List

Senti Name o
/WSN/00170d0000602e15 | SentHub interface

Motion
/WSN/00170d0000602e15

Mornitored SenHub count

2 senhubs monitored.

® Sensor Data:

Click target senhub. (Not support disconnected senhub data parsing.)

ee0co RERE T ¢ E%10:45 7 O W) | ecoco REFF T - EF10:31 ~7 0 m.

& 172221277 : & 172221277 @

Devices imx6qwise3310 Devices cOo2

imx6qwise3310
() 'mxea co2
Poky (Yocto Project Reference Distro) 1.5.3 armv71 )
/WSN/00170d0000602¢15

0 days, 0 hours, 46 minutes

SenHub List Sensor Information
28.78 Cel
)) /WSN/00170d0000602e15 0 -
Humidity
M~)> Motion —

/WSN/00170d0000602e15
co2

2 senhubs monitored. Shpea

5.3. Notifications management

® C(Clickthe iconn to switch to “Notifications” page to view all notifications.
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5.3.1 Notification Sorting:

172.22.12.16

Error

€ 2014-07-18 15:18

€ 2014-07-22 10:30

€ 2014-07-18 15:08

€ 2014-07-18 15:17

® Click “Sort by Severity” or “Sort by Date”.

>

172.22.12.16

c o ¢

All Notifications

172.22.12.16

Error

€ 2014-07-18 15:18

€ 2014-07-22 10:30

€ 2014-07-18 15:08

€ 2014-07-18 15:17

>

2014-07-24

© 2014-07-24 18:51

.0 2014-07-24 18:51

€ 2014-07-24 18:51

© 2014-07-24 18:44

>

5.3.2 Account Switch:

® Click “select menu” to select account.
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5.4. Settings Management

® Click the icon ﬂto switch to “Settings” page to view all setting options.

172.22.12.16 C

a

Account
admin
.va Your account >

Details

l = l View your account details ’

Log Out

 § Clear the configured account

Information

Version
1.0.0

5.4.1 Change Account Password:
® Click “Your account”

® Enter new password and click “Save” to change password.
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172.22.12.16 C

=]

Account
admin
.".x Your account >
Details
l = l View your account details )
Log Out >
~
) Clear the configured account
Information
Version
1.0.0

172.22.12.16 8081 c @ :
Settings Account Teave
User Name:

Password:l --------- |

5.4.2 Account Details:

172.22.12.16 c@m :
Account
admin

‘b ‘ Your account

Details

l = l View your account details )

Log Out

Clear the configured account

Information

Version
1.0.0

5.4.3 Account Log Out:

Click “Log Out” to log out.

Click “Details” to view account detail information.

172.22.12.16 c :

l I Account Details

Registration

- admin
4w Account Name

admin

. - Role

System admin
- Description

test@mail.com
Email

No information
Cell Phone

{rsl
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172.22.12.16:8080/1 172.22.12.16

Settings

Account

admin

ﬂ Your account >

Please Confirm
Details Are you sure you want to log out ?

= View your account details

Cancel Log Out

N Log Out ) >
| 3 Clear the configured account
Information

Version
1.00

5.4.4 Server Version:

172.22.12.16.8080/1 c :
Account

admin

ﬂ Your account )

Details >
— View your account details
- Log Out
t \ Clear the configured account >
Information

Version
1.0.0
E O ®

5.4.5 Language Switch:

Click “Language” and select one of supported languages to switch to.
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172.22.12.16

Details
l = I View your account details )
{ Log Out
| 7 Clear the configured account )
Information
i Version
| 1.0.0
Option
Language
@ English )

172.22.12.16 c :

@ Language

% English

Q P
@ -
® ax=
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Appendix A. Server Edition Table
[ | SundadVersion | Profossional Version |

Basic Features \Y Y
Gateway/Sensor Read-only; unable to set sensor V
Management value
Data Auto Report +« Only keep historic data within V
30 days (Actual data storage amount is

* No support for REST API query subject to HDD capacity)
Dashboard Widgets will be discarded after the V

browser is closed
Hierarchical Only 1 level of sub-server and only « 2 levels of sub-server supported
Server 1 sub-server supported * No sub-server amount limitation

at each layer

Server N/A Support at most 2 redundant
Redundancy servers

RESTful API V V

WISE Agent SDK N/A vV
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