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Enable Change Control

= To click "Policy Catalog" from "Menu->Policy"
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Enable Change Control

» To select "Solidcore 6.1.3:Change Control" from Product
drop-list

e 'Y hitps://win-96bfr04h2p9:8443/ core/orionTab.doTsectionld=PolicyMgmt&tabld=Polic O ~ @& & Q' ePolicy Orchestrator 5.1.1 (... %
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Policy

Policy Catalog  [mewroliey

Policy Catalog

Solidcore 6.1.3:Change Control

Produck: McAfee Agent I enforcement status: All enforce

Sl Bl = lidcore 5.1.3:Change Control oduct policies:

alidcore o.l.zx:1ntegn

MName Solidcore 6.1.3:General Category Chamner

Large Organization Default General Administrators
McAfee Default General Administrators
McAfee Default Product Improvement Program Administrators
McAfee Default Repository Administrators
McAfee Default Troubleshooting Administrators
My Default General Administrators
My Default Product Improvement Program Administrators
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Enable Change Control

« To click "New Policy" for create a test policy

e —> @' https://win-96bfrldhZp9:8443/PalicyMgmt/PolicyCatalog.do?prod|D=50LIDCORE_M LOo~-acd @' ePolicy Orchestrator 5.1.1 (... *

Menu Dashboards ﬁ System Tree ﬂJ Queries & Reports ﬂ Policy Catalog

Policy

Policy Catalog |[vew ey

Policy Catalog

=% (M= S Solidcore 6.1.3:Change Control Product enforcement status: All enforce
category: D  #o.c: pocies: |

Name Category Cherner

Blank Template Change Control Rules [Unix) Administrators
Blank Template Change Control Rules (Windows) Administrators
McAfes Default Change Control Rules [Unix) Administrators
McAfes Default Change Control Rules (Windows) Administrators
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Enable Change Control

= To fill in Policy Name and to click "OK"

Create a new policy

Category:
|Change Control Rules {Windows]

Create a policy based on this existing policy:

| Blank Template

Policy Mame:

}test_pnlic',-' o

Motes:

Click "OK" to save this policy

Ok
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Enable Change Control

» Click defined policy

@ https://win-96bfrldh2p9:8443/PolicyMgmt/PolicyCatalog.do?prodiD=SOLIDCOREM O ~ @ C ' ePolicy Orchestrator 5.1.1 (. %

Menu ¥ Dashboards i'i System Tree dJ Queries & Reports

Eﬂ Policy Catalog

Policy

Policy Catalog

Policy Catalog

Product: Solidcore 6.1.3:Change Control u Product enforcement status: All enforce
s IO Change Control Rules (Windows) Product policies:

Name Owner

Blank Template Administrators
McAfee Default Administrators
test policy Administrators
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Assignments
None

1 assignment

MNone

Rule Assignments
None
None

None

Actions
Duplicate
Duplicats

Rename | Duplicate | Delete | Export | S
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Enable Change Control

= To click "Add" on Write Protect File tab

Q' https://win-98bfrih2pg:2443/PolicyMgmt/PolicySettings.do?lang D=04008polD=45 O ~ & & || G ePolicy Orchestrator 5.1.1 (o, *

Menu ¥ @ Dashboards i‘i System Tree &HJ Queries & Reports Eﬂ Policy Catalog
Policy
Policy Catalog

[Filter list... Filter File

My Rules >

1
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Enable Change Control

To fill in File Name with Include and to click "OK"

Enter either a file or a directory. The longest pathname takes precedence, e.g. If Ci\temp is
excluded, and C:\tem iz i i i

File: le: \test. bet]
(:!L-' Include (:_) Exclude

I (] 4 Cancel
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Enable Change Control

= To fill in File Name with Include and to click "OK"

D https://win-96bfrl4h2p:8443/PalicyMgrmt/PolicySettings.do?lang| D=0408&polD=45 O ~ & ¢ @ ePolicy Orchestrator 5.1.1 (.. %

Menu ¥ @ Dashboards ﬁ System Tree ﬂJ Queries & Reports g Policy Catalog

Paolicy

Policy Catalog

Solidcore 6.1.3:Change Control > Change Control Rules (Windows) > test_policy

Rule Groups Read Protect Write Protect File

|Fi|ter list... | Filter File
I Include c:hbest.bxt I d

My Rules

it

10
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Enable Change Control

= To click "Add" on Write Protect Registry tab

@ https://win-96bfrl4h2p9:3443/PolicyMgmt/PolicySettings.do?lang D=0408&polD=45 O ~ @& & @' ePalicy Orchestrator 5.1.1 (... *

Menu v @ Dashboards i‘i System Tree ﬂ; Queries & Reports gg Paolicy Catalog

Policy

Policy Catalog

Solidcore 6.1.2:Change Control > Change Control Rules (Windows) > test_policy

Rule Groups Read Protect Write Protec . Write Protect Registry m rusted User:

|Filter list... Filter Registry

My Rules )

e}
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Enable Change Control

= To fill in Registry Value with Include and to click "OK",
then to click "Save"

The longest key takes precedence, e.g. If HEEY_LOCAL_MACHINE is excluded, and

HEEY_LOCAL MACHIME\System is included, then HKEY_LOCAL _MACHINE\System will be
considered as included.

Registry: HKEY_LDCF‘. L_MACHINE\BCDOOODODOOODescription X

Include ') Exclude

Ok Cancel
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Enable Change Control

= To fill in Registry Value with Include and to click "OK",
then to click "Save"
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Enable Change Control

To check client computer, and to run "Set Policy &
Inheritance"” from Actions>Agent
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Enable Change Control

» To select “test_policy" from Policy drop-list

@ https://win-96bfr0dh2p9:2443/PolicyMgmt/AssignComputerPolicy.do P~-ac @' ePolicy Orchestrator 5.1.1 (... *

Menu ¥ Dashboards i‘i System Tree d; Queries & Reports »ﬂ Policy Catalog

Systems Section

System Tree

Assign Policy for 1 system

FrilEE Product: |Solidcore 6.1.3:Change Control
Category: |Char‘|ge Control Rules (Windows)

Policy: Blank Template

Mohree Defa
test_policy
Inheritance: O Reset inheritance
@ Break inheritance

Message: Assigning this policy will create a new slot on all selected systems. This can result in multiple slot assignments of the same policy.
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Enable Change Control

» Inheritance is choose "Break inheritance", and to click

Hessage: Assigring this pelicy will creatls Mg S0t on all seiected systems. This can sesuk is multile slet assignments of the same pokcy,
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Enable Change Control

To click "Wake Up Agents" and click "OK" for apply Policy
that we just created
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Enable Change Control

« To click "Wake Up Agents" and click "OK" for apply Policy
that we just created
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Enable Change Control

= Then, try to delete file "C:\Test.txt" that will not be

eleted

» Computer » Local Disk (C) »

Organize v ) Open ~ Print. New folder
i Favorites Mwmae
B Desktop L Intel
i Dowrlcads L Perflogs
| Recent Places 1\ Program Files
4 Solwicore File Access Denied

L Users
You need permission to perform this action

A Lbraies
+| Documents Windows

23
& Music L test S5 You require permission from Admiristrators to make chinges to this file

' Pictures
< test
B Video: Type Test Document
Sze: 6 bytes
modified: 12/3/2014 247 AM

Date

% Computer
& Local Disk (C)
= DDO (0)

€ Network

Date modified: 12/3/2014 247 AM Date crested: 12/3/2014 247 AM

Size: 6 bytes

v Application and Change Control ® *
Viiting to file "testnt” iz not allowed 2z per the

<orporate policy.
Click on the tray icon for more information.
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Solidcore Events

« To click "Solidcore Events" from "Menu—>Reporting”
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Solidcore Events

= Solidcore Events will be used to record and audit

P D -« 8¢ @ cPolicy Orchestrator 5.1.1 (.. %

Menuv | © Dshbourds g SrtemTree @ QuenessReports  ER Ppolcy Catalog Logotf | @ 'V McAfee

Reporting
Solidcore Events

» My Organization  vima Filtar

System Trea Filter

Evant Generated Time ¥ System Name Objact Nama Event Display Name Usar Name Actions
(] ooc 3, 2014 2:17:45 AM Pacific Standard Time MCAFEE-CLIENT ci\users\administrator|desktop\sheeper.axe Exacution Denied MCAFEEDEMO\Administrator
] oec 3, 2014 2116121 AM Pacific Standard Time MCAFEE-CUENT Di\Sleeper.exe Execution Denied MCAFEEDEMO\Administrator
] Oec 3. 2014 2:08:37 AM Pacific Standard Time MCAFEE-CLIENT sadmin status Command Executed MCAFEEDEMO\Administrator
L] Dec 3. 2014 2:03:36 AM Pacific Standard Time MCAFEE-CUENT Started Enabled mode
[ ] Doc 3, 2014 2:03:36 AM Pacific Standard Tima MCAFEE-CLIENT Ci\pagefide.sys Fils Solidifsed wnknawn
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