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· Suggestion:
Instructions in this FAQ are intended to walk you through on how to remotely update BIOS under Windows utilizing Advantech’s WISE-PaaS/OTA software
[bookmark: _GoBack]
Prerequisite:
a) OTA server/agent v3.0.9 & OTAPackager 1.0.9
b) FTP storage connected with OTA server (either on OTA server locally or other FTP site)
c) A folder containing the following files
(If not, please contact Advantech for those files to proceed)
· AFUWINx64.EXE (version of AFUWINx64 may depend on the platform of agent devices)
· amifldrv64.sys
· OTA_message.exe
· Update.bat
[image: ]





Step 1: Generate BIOS update package
[bookmark: Step11]Step 1-1: Open the folder and put BIOS to be updated in the same folder 
        (2250000U060V110.BIN here for example)
[image: ]
Step 1-2: Right-click “Update.bat” to edit the batch/script file
[image: ]
Step 1-3: Modify the highlighted area below to be the BIOS name you put in Step 1-1
        (For example: 2250000U060V110.BIN)
[image: ]

Step 1-4: Launch OTAPacker, fill in information required
· Package Type
· Packager Version
· Support Arch
· Supported OS
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Step 1-5: Select source folder where you put all the files in Step 1-1
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Step 1-6: Select “Update.bat” in drop-down list of “Deploy File” section
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[bookmark: Step17]Step 1-7: Choose output directory then click “Generate”
Important Reminders: As mentioned in OTAPackager user manual:
a) Output directory and input directory MUST BE DIFFERENT folders
b) Output directory CAN’T be the sub-folder of input directory
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Step 2: Upload generated BIOS update package on OTA Server
Step 2-1: Login OTA server web console [image: ]

Step 2-2: Upload generated package from output directory selected in Step 1-7
        
[image: ]



IMPORTANT REMINDER:
IF MASS OR LARGE SCALE DEPLOYMENT IS INTENDED, WE HIGHLY RECOMMEND PAUSING THE PROCESS AND TRYOUT ONE OR TWO AGENTS AT LOCAL END MANUALLY BEFORE DEPLOYING VIA WISE-PAAS/OTA SERVER TO MAKE SURE AFUWIN AND ALL FILES IN FOLDER IN STEP 1-1 WORKS PROPERLY, HERE’S HOW IN 5 STEPS:

1. Copy and paste the folder created in Step 1-1 on OTA agent device and click on the file path







2. Enter “cmd” and press “enter” to launch command prompt under this path








3. Manually enter the last line of command in “Update.bat” file
(For example: AFUWINx64.exe 2250000U060V110.BIN /p /b /n /x /l /reboot)























4. Then you’ll see flashing process starts with mouse cursor locked, system will reboot after flash
[image: ]









5. Once we confirmed the files work normally locally with BIOS successfully updated (for example here we updated BIOS from V1.12 back to V1.10), and then we can go back and resume the process with OTA server for deployment with larger scale
[image: ]
Now [image: ]we get back to Step 2
[image: ]Step 2-3: Choose agent device(s) and click “Upgrade” button

Step 2-6: Select the BIOS you’d like to update/flash on agent devices
[image: ]












Step 2-7: In “Upgrade Info” tab under “Device” section, we can see update status and information










Step 2-8: During BIOS updating process, screen of agent devices will show an alert reminding the process is undergoing while keyboard/mouse cursor are locked. System will automatically reboot when finished
[image: ]

Step 2-9: Once completes, logs could be seen by user in “Event” session indicating deployment has successfully conducted
[image: ]
Step 3: Confirm BIOS version
Before BIOS update (for example: V1.12)
[image: ]

After BIOS update (for example: V1.10)
[image: ]
                                                      
image1.png
=%

[ AFUWINX64.EXE
3] amifidnea sys

[ OTA message.exe.
Update bat

BRER

2017/8/17 T 0.
2017/3/30 £5 1.
2007/11/22 £ ..
2018/1/3 £ 00...

B

EEES
2aER
EEES
Windows #7E%

E

584K8
19k8
11k8
1K8




image2.png
HaEE DHH =Eme - mEEEm - A @

K EHEE - =R EHEE =2 Fil
&7 [(J225000006VII0BN 2017122855 ENEE __ lo3eake)
o =E [ AFUWINX64.EXE 2017/8/17 0. EART 584KB
w BERUE amifldnd sys 007330 £F L. #EEE 19k8
b Sereenshots 7 OTA message.exe 011/22 b ERES 1K8

fl Update bat 2017/12/28 £5 . Windows #RER 1K8 h




image3.png
gaEE- BEE

#ANE v A FEERE

e BHEE
7=
| =E
@ BENUE
)i Screenshots

=%

] 2250000U060V1108IN
(5] AFUWINGA EXE.

(%] amifidr64.sys

£ OTA message exe

BRER

2017/12/28 £55 ..
2017/8/17 T 0.
2017/3/30 £5 1.

B

BIN EE
EEES
2aER
EEES

i

16,384 K8
S84k
19k

2017/11/22 £5 ..
2017/12/28

11K8





image4.png
[&f C:\Users\Jasper.Chen\Desktop\OTA BIOS Update\2250000U060V110\Update bat - Notepad+ + [Administrator]
File Edit Search View Encoding Langusge Seftings Tools Macro Run Plugins Window 2 X
HEHR LRI 4Dk einh s BR 5 1EEE0 e @ EDDBIE I
Bl

1 SET path=%cd%

2 start OTA_message.exe

3 AFUWINx64.exe 22500000060V110.BIN /p /b /n /x /1 /reboot

4





image5.png
New
About

+ Package Type:
2250000U060v110

* Package Version:

o 0 0 0
Supported Arch: | N/A -
SupportedOS: | NotAssign  ~

* Source Dir:

+ Deploy File:

* Output Di

=)

(©) Advanced Option




image6.png
New + Package Type:
2250000U060v110

QUL
BEENR

Select Souee Path.

1 Conneted Deivee Studio.

o O Misc

4Ji OTABIOS Update
e q

b AfuWine4

» 1} OTA Packages

Generate

(©) Advanced Option




image7.png
+ Package Type:
2250000U060v110

* Package Version:

o 0 0 0
Supported Arch: | N/A -
SupportedOS: | NotAssign  ~

* Source Dir:

CAUsesasper Chem Deskop\OTA B Update ZZ50000U050Y | rower|

+ Deploy File:

'2250000U060V1108IN
AFUWINGG4.EXE
amifldrv6d sys

OTA message.exe

(©) Advanced Option





image8.png
New
About

+ Package Type:
2250000U060v110
+ Package Version
o 0 0 0
Supported Arch: | N/A -
SupportedOS: | NotAssign  ~

* Source Dir:

CAUsers\lasper.Chen\Desktop\OTA BIOS Update\2250000U060\
+ Deploy File:

Update bat -
* Output Dir:

CUsers\lasper.Chen\Desktop\new Browser)

(©) Advanced Option




image9.png
New
About

+ Package Type:
2250000U060v110
+ Package Version
o 0 0 0
Supported Arch: | N/A -
SupportedOS: | NotAssign  ~

* Source Dir:

CAUsers\lasper.Chen\Desktop\OTA BIOS Update\2250000U060\
+ Deploy File:

Update bat -
* Output Dir:

CUsers\lasper.Chen\Desktop\new Browser)

(©) Advanced Option




image10.png
+ Package Type:
2250000U060v110

Success!
+ Package Version —
Sub Progress
o o 0 o
Supported Arch: | N/A -
Supported OS:  NotAssign Total Progress

* Source Dir:

CAUsers\lasper.Chen\Desktop\OTA BIOS Update\2250000U060\ | Browser
+ Deploy File:

Update bat -

* Output Dir:
C\Users\asper.Chen\Desktop\new Browser

(©) Advanced Option




image11.png
WISE-PaaS/0TA one stop upcate: more netigen, More Fexiie ana More Reiavle

WISE-PaaS/0TA

Over The Air Software Upgrade Services

User name

Password

gin

AD\ANTECH




image12.png
WISE-PaaS/OTA

Device myStorage(F... + | & Upload @ e
Package
1 2250000006, 0001 na na myStorage  2250000U060V110-v0.0.0.1-46761€026.

Event

No. 1
Setting Type: 2250000U060V110

Version 0001
About os: na

Arch: na

Storage: myStorage

Name: 22500000060V 110-v0.0.0.1-46761€0261ccbeSca248efe7ag9cc 718 2ip

Upload Time: 2018-01-02 17:03:46.436





image13.png
Organize~  [BOpen  Sharewith v  Prnt  Newfolder &
s Name. ’ Date modified Type Size
B Deskiop ] 2250000U060V110.8IN 12/28/20171107 .. BINFile 16,384 KB
1 Downloads 7 AFUWING4 #/47/2017351PM Application 584K
%] Recent Places &) amifidn4.sys 3/30/20171205 A System file 19K
7 OTA message 127207 1122 .. Application 1ke
Librares 5 Update 12/28/2017 1118 .. Windows Batch Fle )

7 Documents




image14.png
Organize~  [BOpen  Sharewith v  Prnt  Newfolder &
s Name. ’ Date modified Type Size
B Deskiop ] 2250000U060V110.8IN 12/28/20171107 .. BINFile 16,384 KB
1 Downloads 7 AFUWING4 #/47/2017351PM Application 584K
%] Recent Places &) amifidn4.sys 3/30/20171205 A System file 19K
7 OTA message 127207 1122 .. Application 1ke
Librares 5 Update 12/28/2017 1118 .. Windows Batch Fle )

7 Documents




image15.png
¢ Favorites

I Desktop
15 Dowloads

Date modified

1272872017 11:07
8/17/2017 351 PM
3/30/2017 1205 AM
1/2/201711:22
1272820171118

Type
BIN File

Application
System file

Application
Windows Batch File

Size

16384 K8
584 KB
1968
18
1K8





image16.png
¢ Favorites

I Desktop
15 Dowloads

Date modified

1272872017 11:07
8/17/2017 351 PM
3/30/2017 1205 AM
1/2/201711:22
1272820171118

Type
BIN File

Application
System file

Application
Windows Batch File

Size

16384 K8
584 KB
1968
18
1K8





image17.png
- || » OTABIOS Update » 2250000U060V110 -

rganize v Sharewith v Print  Newfolder
¢ Favorites o
P Desktop ] 2250000U060VL10EIN
1 Downloads 7 AFUWINGS
Recent Places [ amiftdnt.sys
7 OTA message
5 Libraries Update
3 Documents
Mot & Administrator: CAWindows\System32\cmd exe
[ficrozort Windgus [ersion 6-1.76611
=] Pictures [Copyright (c> 20818 Microsoft Corporation. A1l rights reserved.
B Videos C: \Users \EIS-D15O\DeskeopNOTA BIOS Updaten2250000U8GBU110>AFUTNXG4. oxe 2250000U]
[6660iT0 BN /p /b /i sx #1 sveboot
Computer

& Local Disk ()

G Network





image18.png
- || » OTABIOS Update » 2250000U060V110 -

rganize v Sharewith v Print  Newfolder
¢ Favorites o
P Desktop ] 2250000U060VL10EIN
1 Downloads 7 AFUWINGS
Recent Places [ amiftdnt.sys
7 OTA message
5 Libraries Update
3 Documents
Mot & Administrator: CAWindows\System32\cmd exe
[ficrozort Windgus [ersion 6-1.76611
=] Pictures [Copyright (c> 20818 Microsoft Corporation. A1l rights reserved.
B Videos C: \Users \EIS-D15O\DeskeopNOTA BIOS Updaten2250000U8GBU110>AFUTNXG4. oxe 2250000U]
[6660iT0 BN /p /b /i sx #1 sveboot
Computer

& Local Disk ()

G Network





image19.png
[&f C:\Users\Jasper.Chen\Desktop\OTA BIOS Update\2250000U060V110\Update bat - Notepad+ + [Administrator]
File Edit Search View Encoding Langusge Seftings Tools Macro Run Plugins Window 2 X
HEHR LRI 4Dk einh s BR 5 1EEE0 e @ EDDBIE I
Bl

1 SET path=%cd%

2 start OTA_message.exe

3 AFUWINx64.exe 22500000060V110.BIN /p /b /n /x /1 /reboot

4





image18.jpeg
BN Administrator: C:\Windows\System32\cmd.exe - AFUWINx64.exe 2250000U060V110.BIN /p/b/n .. U=l

Microsoft Windows [Uersion 6.1.76011
opyright (c> 2010 Microsoft Corporation. All rights reserved.

:\Users\EIS-D156@\Desktop\OTA BIOS Update\22500@0UA6AU110>AFUNINX64.exe 22500000
@96BU116.BIN /p /b /n /x /1 /rehoot

i AMI Firmuware Update Utility v5.09.83.1456
H Copyright (C>2017 American Megatrends Inc. All Rights Reserved.

Reading flash

— ME Data Size checking .
— FFS checksuns

— Check RomLayout ..
Erasing Boot Block
Updating Boot Block
Verifying Boot Block
Erasing Main Block





image19.jpg
= American

. e
— | ——E.
NURENG sl

= Megatrends

Version 2:18.1259  ECnpgrlSht e (E] 2017 Amerlean Megatrends, Inc
*kckk ARK-2250 BIOS V1.12 (07/26/2017) skkkek

Press <CTRL + P> to Enter MEBX setup menu

Press /<DEL> "aR "<ESE>"tao enter setup.





image20.jpg
-
e
N
e g,
P —————

——— American

S e
——EE, | ——,
P ——

— = Megatrends

version 2.18.1253. Copuright (C) 2016 American Megatrends, Inc.
sk ARK-2250 BIOS V1.10 (01/13/2017) swokkok

Press <CTRL + P> to Enter MEBX setup menu

Press . <DEL> or i <ESE>Etasetiter isetup.





image21.png
WISE-PaaS/OTA

Oschedule | <+ Move @ Remove

& Device
Q@ Package

& Sstorage
(=] EIS-D150 winEmbedded B s o

£ Event





image22.png
|+ Upgrade Operation

» Choose Action
© upgrade Download

» Choose Package

©

2250000U060V110

Version os
0001 nia
2250000U060V112

OTAClient
OTAPKgLogTest

Deploy

Arch

nia

storage

myStorage

Back

Name

2250000U060V110-v0.0.0.1-
46761e0261ccbeScd248efe7a99cc718.2ip





image23.png
WISE-PaaS/OTA

&J  Device ©sSchedule | < Move e
Package Selected: 0, Total: 1

g - -
Event 1 =] EIS-D150-PC winEmbedded B 10 (] o N

Setting

About





image26.png
WISE-PaaS/OTA

&J  Device ©sSchedule | < Move e
Package Selected: 0, Total: 1

g - -
Event 1 =] EIS-D150-PC winEmbedded B 10 (] o N

Setting

About





image24.jpg
® cms o





image25.png
WISE-PaaS/OTA

ﬁ Al

2018-01-03 10:58:09
2018-01-03 10:56:58

2018-01-03 10:56:14

No
Timestamp:
Module
Target
Type
Message:

DEVICE EIS-D150-PC(000...  Information Agent Connected
DEVICE EIS-D150-PC(000...  Ermor Agent Lost Connected
DEVICE EIS-D150-PC(000...  Information 2250000U060V110-v0.0.0.1-46761e026 1ccbeScd248efeT.
3
2018-01-03 10:56:14
DEVICE
EIS-D150-PC(0000000BABCACOAB)
Information

'2250000U060V110-v0.0.0.1-46761e026 1ccbeScd248efe7agdocc718 zip deploy finished. Result: Success.




image27.png
ADMNTECH

Enabling an Intelligent Planet




