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Agenda

-Overview of EnOcean communication technology
-ERP (EnOcean Radio Protocol)

-ESP (EnOcean Serial Protocol)

-EnOcean light sensor

-Development tools

% This pdf file explains brief concepts of EnOcean

wireless module and serial between a transmitter and a
receilver.

< Please refer detail information in user manuals of each
products.
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EnOcean use case and protocol

Energy harvesting

Sensor node (Batteryless) Recelver
e ) ( A
- - Wireless Wire non-sync serial
| 2255 | communication communication (UART)
A \ GPIOICLD
L — N ——> P> u-wias
AL eceer /\Host CPU
\ J \. o
T ) A
Enocea:STadéo Z-H)Etg;cz)l (ERP) EnOcean Serial Protocol (ESP)
andard: * Standard: ESP3
Device contains the protocol which Define TX RSSI, telegram and
Uses ID and min. data to transmit data contents

\_ data several times NG /

At host side, it is possible to use EnOcean FW developing in different applications.
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ERP(EnOcean Radio Protocol)
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What is ERP?

OERP ( EnOcean Radio Protocol ) is one of EnOcean wireless
protocol on sensor nodes as TX. Itis ERP2 now. ERP2 defines PHY
layer, data link layer, and network layer.
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ERP content
Frequency : 928 MHz

[ Baud rate : 125kbps

Modulation : FSK
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ERP wireless signal (sub-G Telegram)

*ARIB STD T108 standard

OSub-G telegram transmits at most 3 times to avoid interference
between telegrams.

O TX and RX will be defined transmit duration in own maturity time.
—TX : transmit data at 3 times (Max.) within 25ms

sub Telegram ___

allocation of time Oor1l 14 - 22

—RX : When data transmits, it will receive data within 100ms. (this is one repeater

condition. -
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Data information

SEMICONDUCTOR

Bet. Header-CRC

Ext. . o .
Ext. Originator | Destination Optional
Length Header Header Telegram D D Data Data CRC
type
1 1 1
Ext. Telegram type Optional data
Telegram type setting (Ext. data)
Ext. Header Transmit data
Repeater count value
optional data length Destination 1D(32bit)
Header Transmitter ID ( \
Originator ID length sets as (24,32,48bit ) . )
Destination ID : use it or not OData setting while SW developing
Ext.Heder : use it or not -Header
Telegram type(R-ORG3%) setting -ID
Ext.Telegram type : use it or not -Data
‘Length(Header + ID + DATA+ CRC)
Data length )

sk Radio Organization number for EnOcean radio telegram types : EnOcean Telegram
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DolphinView example ROHM

—
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0b.... ..00

Original telegram

T15/025

Telegram Log - 1
View: 'LSen'aI Autoselect bdaar]ng ‘1 Log directory Telegram count: = 237 4= 237
Directigi |  Port Time ID T RORG 7T Data StatusT| dBm Subtel | DestinationID S:|3
m=  COM3 19:32:25.772 04001162 4BS o0 00 78 08 oo -70 3 FFFFFFFF &
== COM3 15:32:37.723 g0 (ili] -45 2 FFFFFFFF
COM3 15:32:39.471 oo 1] = 2 FFFFFFFFE " 8
=  COM3 19:34:10.824 04001162 00 00 77 08 oo -68 3 FFFFFFFF Hij
(] (2]
Badic Telegram byte[10] AL 00 00 77 08 04 00
BORG OxAs 485
= Date byte[4] 00 a0 77 04
T=zID 0x04001162
Status 0b0000 0000 0=x00
REepeater 0b.... ..00 Original telegram
Radic Telegram byte[7] Fe 80 00 28 Eg& 3C 00
RORG 0xFé RPS
Date byte[1] a0 —
T=ID 0x0023EE3C
Status Ob00agd 0000 O=x00
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Receiver data explanation

ERP2 Telegram : byte[9]
0401 /D89 00004B 08

Source ID Data
Header (0x22:0010 0010)

Address control(001) : 0x01 Source ID 32-bit, Broadcast
Extended Header available(0) : 0x00 No extended header
Telegram type(0010) . 0x02 4BS telegram(0xA5)
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ESP(EnOcean Serial Protocol)
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What is ESP ?

OESP (EnOcean Serial Protoco) is a one of EnOcean
protocol between RX and host CPU, Itis ESP3.0 now

OENnOcean module uses UART between TX and RX.

ESP3
packet

I
\d

o252 EnOcean
serial (bidirectional) RF module
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UART signal spec

< UART spec >
Bit rate : 57600bps Data length : 8 bits
Parity bit : no Start bit : 1 bit (logical 0)
Stop bit : 1 bit (logical 1)

1 Byte
I
= ™)
o
= N %} o) =
T @ = S m|@p O
sl ¥ o|lrm|la|m | vwlo ~Nlals £
2 8 2|2 2 2| 2| 2 =2 S|lg 8
= wn o o o [an] m m o0 o mlies un
Voltage HIGH / logical 1
Voltage LOW / logical 0

e ol lolsfofol ]| |1]o]

© 2018 ROHM Semiconductor Taiwan Co., Ltd. P.11




ESP3 packet

ESP3 Packet

Sync Byte

Data Length

Header | Optional Length

Packet Type
CRC

Data

CRCE8 Data
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_‘___I

Sync Byte : 1 byte(0x55) Packet Type :
RADIO_ERP1
Header : 4 byte RESPONSE
-Data Length : 2 byte RADIO_SUB_TEL
-Optional Length :_¥"byte EVENT
-Packet Type .~1 byte

COMMOM_COMMAND

I
I
I
|
|
ICRC8 Header : 1 byte
I
: Optional Data :

Sub Telegram Number

Destination ID

~y byte(variable) RSSI%

Data : 1~x byte(variable)
|

:O tional Dat

CRC8 Data : 1 byte

*kReceived Signal Strength Indication
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DolphinView example ROHM

Telegram Log - 1
View: "'I_,,Se.rial Autoselect bdear log | Log directory Telegram count: mmp 237  4=m 0 237
Directiali Port Time ID T RORG 7T Data StatusT | dBm Subtel | DestinationID 5:|3
m  COM3__10:32:25770 04001162 4BS g0 00 78 02 00 20 3 EEEFEEFE )"
— COM3 19:32:37.723 002BEB3C RPS g0 oo -45 2 FFFFEFFF u.—.
L COM3 19:32:39.471_0008Fa3C __ RPo o0 0o 45 2 FEEFEEFF V3
[ COM3 19:34:10.824 04001162 465 o0 00 77 08 0o -68 3 FFFFEFFFE Eﬁﬂ
] 12|
ESP3 Packet byte[19] 595 00 0A 02 QA 9B 22 04 00 11 &2 00 OO0 77 0B 9D 03 46 ER
Type OE0L Ldvanced
Data byte[10] 22 04 00 11 &2 00 OO 77 08 9D
OptionalData byte[2] 03 4g
ESP3 Packet byte[lE] 35 00 07 02 O0A ORA 20 00 28 EB 3C 80 56 02 2D ES
Type OmOk BAdvanced <——
Date byte[7] 20 00 2B EB 3C 80 56
OpticnalData byte[2] 02 2D
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Receiver data explanation

ESP3 Packet : byte[19]
55 00 OA 02 OA 9B

Sync L |

CRCB8(Header)

— Packet Type( Radio , Response , Advance ,...)

‘ - Optional Data Length

22 04 00 11 62 00 OO0 87 08 89 01|/4A E4\

ID
— Radio Header
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Radio Data CRC8(Data)
CRC8(Radm) RSSI
— Sub Telegram
Count
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EnOcean light sensor
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EnOcean light tower ROHM

EnOcean light sensor

{ Tower light sensor components. )
Sensor : photo diode
Wireless module : EnOcean(STMA313)

Please push one of the four coloi
on the right
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ERP2 command ROHM

Event summary

Timestamp 16:56:32.928 2018-03-13
Direction Incoming
Gateway COM133
ERPZ Telegram byte[14] 2F 07 04 01 69 43 01 00 32 2F I
Header byte[6] 2F 07 04 01 &9 43
Address Control 0x01 SourceID 32-bit, Broadcast
Extended Header availa O0x00 No extended header
Telegramtype O0xO0F Extended Telegram Type available
Extended Teleram type 0x07 Generic Profiles Complete data (0xB2)
Originator-ID 0x04016943
Data byte[8] 01 00 32 2F 00 00 41 00

Subtelegram Timing [milliseconds]  Recommended timing slots for new products: [ 1st subtelegram  [] 2nd subtelegram  [] 3rd subtelegram

evel trepeated | | | | | [ [ [[[[[[[[[LLI00000LTTEEEELCCEEEEEELETELEELLCE L
Original L L T s e e e e e e e e Ly
e i e e

Telegram Log
\new:l §Rad-o|‘1,5enal f|Autoscron|_mmselecti % Clearlog - Log directory
Directionl| Port | Date Time j D ¥| RORG 7| Data OptionalData | Status7| dBm

01 00 04 2F 10 00 00 00O 00 -50

lid COM133 2018-03-13 16:56:27.! 04016S51F GP_CD

—)h COM133 2018-03-13 16:56:37.1 0401691F GP_CD 01 00 05 2F 02 00 00 00 00 -50
= COM133 2018-03-13 16:56:42.! 04016543 GP_CD 01 00 33 ZF 00 00 10 00 00 -53
00 -50

i COM133 2018-03-13 16:56:47.1 04016S1F GP_CD 01 00 0€ 1F 22 00 00 00 v

Ext Packet
: FW type/ Type/
Version Action Battery

Header Telegram Originator ID
type mode voltage

Byte  2F 07 04 01 69 43 01 11 32 2F OO 00 41 00

bit 8 8 32 8 4/4 8 4/4 8 8 8 8




Light tower message

Byte 00 00 41 00
bit 8 8 8 8

B8 ST H=E SE
Red Orange Green Blue

41 means 4/1: MSB(4bit)/LSB(4bit)

0x0 Lights off or no connection
Ox1 Fast blink

0x2 Blinking medium speed
0x3 Slow flashing

Ox4 Lighting up

MSB: Most Significant Bit
LSB: Least Significant Bit
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ERP2 command detail explanation

! item | bit | _contents |
@M Header 8bit Ox2F Fixed
&M Ext. Telegramtype 8bit  0x07 Fixed
@M Originator ID 32bit  Unique value
@M FW Version 8bit  Firmware version
G Packet type 4bit  0x0 A packet for determining blinking
: . : 0x0 Normal mode
Actlon mode 3k 4bit oxl Eco mode
After resetting, it is judged how many times transmission is done
By pressing reset button, Count reset upon reaching OxXFF
Ox1 Periodical transmission
O0x2 Lighting condition change
0x0 Under 2.0V (judge changing battery or not)
Ox1 More than 2.0V ~ Under 2.5V
0x2 More Than 2.5V ~ Under 3.0V
©) 1 Battey voltage(*) 4bit  0x3 More Than 3.0V ~ Under 3.7V
Ox4 More Than 3.7V
0x5-0xE Reserved
OxF Unmeasured

@) |Packet index 8hit

Transmission type 4bit

Lighting 56— & gbit OxO Lights <_)ff or No connection
N — ~ Ox1 Fast blink

Lighting 58— /& 8bit  ox2 Blinking medium speed
Lighting 58 =& gbit O0x3 S_Iow_flashing
S _ Ox4 Lighting up

Lighting SR 8bit  MSB(4bit)/LSB(4bit)

CRC 8bit CRCS8 hashtag
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Development tools
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Development tools

ODolphin V4 API
The API (Application Programming Interface) enables you
to quickly develop your application software.

ODolphin V4 Suite
The EnOcean Dolphin V4 Suite software is a graphical
user interface allowing easy configuration and programming

ODolphinView

EnOcean DolphinView visualizes and interprets EnOcean
radio telegrams. It receives messages via USB and shows
telegram content and interprets EnOcean Equipment Profiles
(EEP).

OKeil’s developing tool (puVision)
MVision can use Dolphin V4 Software to modify original
firmware on coding, combine and writing while developing.

© 2018 ROHM Semiconductor Taiwan Co., Ltd. P.21




How to get technical information ?

ODetail EnOcean information can be get on
URL: http://www.enocean.com/jp/knowledge-base/

\/30'36&[1'

Products

ESP3

Applications

nOcean System
pecification

EnOcean Serial Protocol ESP3 |

ERP2

(PDF)

EnOcean Radio Protocol 1 (PDF)

Enhanced
Security

Y

EnOcean Radio Protocol 2 (PDF) |

Security of EnOcean Radio
Metworks (PDF)

Remote Management Ll

Remote Management (PDF) |

Smart Acknowledge (PDF) |

Smart Acknowledge
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EnOcean Radio Approval
Overview (PDF)

Technology  Support
Syster EEP
Hard vt

Dolphin Core Description (PDF)

Dolphin V4 Core Description

About Us

EnOcean Alliance System
Specification

EnOcean Equipment Profiles

EEP 2.6.4 (PDF)

(PDF)
GP
(Alliance
Members Only

Generic Profiles 1.0 {accessible
for EnOcean Alliance Members

only)

Generic Profiles 1.0 Appendix
(accessible for EnOcean Alliance

Members only)

Generic Profiles 1.0 Abstract

(PDF)

Remote Commissioning

Summary - for public only (PDF)
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How to get development tools ?

ODolphin V4 APl - Dolphin V4 Suite - DolphinView Advanced
- You can get free EnOcean SW by register on EnOcean website.
URL :  http://www.enocean.com/jp/download/

OKeil’s developing tool (1Vision)
- Hardware: ARM based agent
- Software: ARM based agent
( you can get free information while compile size limitation<2kB on website)

URL :  http://www.keil.com/c51/

O References:
https://www.enocean.com/fileadmin/redaktion/support/dolphinv4-
api/enocean_serial _protocols.html
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