Setting Client for authorization

RMMClient

 Setting Settings Credentials Roles Mappers Scope Authorization Revocation Sessions Offline Access Clustering Installation Service Account Roles
n Settings
Clients .
o ClientID RMMClient
Name
Description
Enabled m
thentication .
Consent Required OFF
Client Protocol openid-connect ﬂ
Groups
Client Templatg ﬂ
Users
Access Typs confidential ﬂ
Events standard Flow Enabled +
Import .
Implicit Flow Enabled OFF
Direct Access Grants Enabled OFF
Service Accounts Enable: m
Authorization Enable m

Root URL
* Valid Redirect URIs https:/Awww.rmm.wise-paas.com/® -
http://preview-rmm40.eastasia.cloudapp.azure.com/* -
+
Base URL
Admin URL
Web Origins https:/iwww.rmm.wise-paas.com -

http://preview-rmm40.eastasia.cloudapp.azure.com -




Get Client’s secret

Clients » RMMClient

RMMClient

Configure

Realm Setting Settings ~ Credentials ~ Roles ~ Mappers Scope Authorization ~ Revocation  Sessions Offline Access Clustering
pi= _tl I_E
Clients . : :
Client Authenticator Client Id and Secret ﬂ
Client Templates
Secret Regenerate Secret
Roles
Identity Providers
. Registration access token Regenerate registration access token
User Federation

Authentication



Set Client’s role

Client’s role

—

Clients RMMClient

RMMClient

R Settings Credentials Roles Mappers Scope Authorization Revocati
Realm Settings

Clients

Client Templates

Composite
Roles devicemanager False
|dentity Providers — False

User Federation

Authentication




Set Resource’s permission

ADWNTECH

R RMMClient

Stfiigs  Credenfials  Roles  Mappers@ Scope®@  Autonzafion  Revocation  Sessions@  OffineAccess@  Clustering  Installation @ Service Account Roles

Setings  Resources  Autfiorzafion Scopes  Policies  Permissions  Evaluate

Realm Settings

i Cients .
Filter: Q Q Q Q Q Create

(Client Templates

Name Type URI Ouner Scopes Permissions Actions
Roles Default Resource urm AMMClientresources default f¥ RMMClient No scopes assigned. Default Permision Create permission
Idenity Providers o type defined. f¥ RMIMClint Ho scapes assigned. Device Permission Create permisson

(User Faderation

Authentication



Set Permission mapping with policy

Clients RMMClient Authorization Permissions Device Permission

Device Permission

Realm Settings Name * Device Permission
© Clients Description

Client Templates

Apply to Resource Type OFF
Roles
Resources *

Identity Providers e

User Federation Apply Policy * % Default Policy

Authentication

Decision Strategy Unanimaus ﬂ

Groups

Users

Sessions




Set Realm’s role

Realm’s role

Roles

Realm Roles Default Roles

Realm Settings

Q
Clients Role Name Composite Description
Client Templates False ${role_offline-access}
B Roles RealmDeviceManager I False
uma_authorization False ${role_uma_authorization}
Identity P ers

User Federation

Authentication

Groups



Set account to map with Roles

Realm Settings

Clients

Client

User Federation

Authentication

Groups

Events

Impaort

Users » jonathan.lin@advantech.com.tw

Jonathan.lin@advantech.com.tw

Details

RMMClient

Attributes

Credentials

Realm Roles

Client Roles

]

Role Mappings

Available Roles
offline_access

Add selected >

Available Roles
uma_protection

Add selected »

Groups

Consents

Sessions

Assigned Roles

RealmDeviceManager

uma_autharization

« Remove selected

Assigned Roles

devicemanager

« Remove selected

Effective Roles

RealmDev
uma_auth

Effective Roles

devicemanager




Test whether the setting is workable or not

Clients RMMClient Authorization Policy Evaluation

RMMClient

R —— Settings Credentials Roles Mappers Scope Authorization Revocation Sessions Offline Access
Xealm Settings
clients Settings Resources Authorization Scopes Policies Permissions Evaluate
Client Templates
P Mew Evaluation | Re-Evaluate | Show Authorization Data
Roles
v :
|dentity Providers device
User Federation Result PERMIT
Authentication ) )
Scopes \o scopes available.

Policies + Device Permission decision was PERMIT by UNANIMOUS decision.
Groups + Default Policy voted to PERMIT .




Test whether the setting is workable or not

Realm Settings Settings ~ Credentials  Roles  Mappers Scope Authorization = Revocation  Sessions Offline Access Clustering  Installation Service Account Roles

© dents Seftings ~ Resources  Authorization Scopes  Policies  Permissions  Evaluate

Client Templates

Identity Information

Ro
Identity Providers Client RMMdlient ﬂ
User Federation
User * jonathan.in@advantech.com.tw x|
Authentication
Roles

v Contextual Information
Groups

Us Contextual Attributes
Key Value Actions

Sessions

Events
Import
Permissions
Apply to Resource Type OFF
Resources * E
Scopes

Resource Scopes Actions

device Any scope. Delete




Crafted by Auth0
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