RMM Wise-Agent for i.MX6-ROM7421 (Android 6.0.1)

(1) 抓code
git clone http://advgitlab.eastasia.cloudapp.azure.com/EI-PaaS-RMM/RMM-EI-Agent.git -b develop
git checkout 9bf6de5a

(2) 編譯RMM Wise Agent

	../ Modules/TerminalHandler/Android.mk
要加上
LOCAL_CFLAGS := -fPIC -DUSE_WEB_SHELL_CLIENT -std=c99



· modify the APP_ABI and APP_PLATFORM in Application.mk:
./Application.mk
./AndroidLib/lib_src/src_build/Application.mk
· 2. first build dependent libs by rmm-agent
# cd AndroidLib/lib_src/src_build
# ./android_lib_build.sh ( source ./android_lib_build.sh 2>&1 &)
# ./android_lib_copy_to_AndroidLib.sh
· 3. then build the agent for android:
# cd build/Standard
# ./android_build.sh (source ./android_build.sh 2>&1)
Note.
if encounter errors, please check your ndk path

(3) 打Patch

先將打到DUT，再將build 好的文件也放進DUT

(4) 測試步驟
1. 獲取wise-paas帳號
RMM server 網址 & 帳號
https://portal-rmm-develop.wise-paas.com/
id: hank.peng@advantech.com.tw
pw: Qwert!2345
2. 在wise-paas介面獲取credential
[image: ]
3. 根據第二步獲取的credential 修改 agent_config.xml
[image: ]
4. 然後運行rmmagent
運行條件：
· 必須確定執行環境有rw 的 partition的權限(mount -o remount,rw /system)
· /system/lib/CredentialChecker 該檔案必須要有執行權限(機器會重置整個路徑權限)
· 在/system/bin 底下執行 ./cagent (debug: strace ./cagent)
機器若睡著，請執行：svc power stayon true
5. 在wise-paas介面上添加設備，就可以看到agent設備了
底下三個選項都要選到才看的到
[image: ]

(5) 已知問題
cagent啟動時尚未找到的檔案列表
· /system/lib//datasync.db-journal
· /system/lib//datasync.db-wal
· /system/lib//datasync.db
· /system/lib/libAdvWebClientAPI_RuleEngine.so

(6) 附註
Can't not load Module XML Conifg /module/module_config.xml 所指的路徑是指執行檔當前路徑，倘若執行檔在 /system/lib/cagent，此問題所指的路徑為/system/lib/module/module_config.xml
1. libEIServiceSDK_RuleEngine.so 來自libEIServiceSDK.so，而libEIServiceSDK.so是西安提供
2. 
	./build/Standard/autobuild.sh:437:              cp -vf ${SRC_SOURCE_EISERV}/Linux/bin/libEIServiceSDK.so "${CAGENT_OUTPUT_PATH}/libEIServiceSDK_RuleEngine.so"


3. KVMRemoteController 
· 必須在外網才能使用，
· VNC/androidvncserver 必須放在 /system/lib底下，權限也要改
· agent_config.xml 中的CustVNCPort也要改成androidvncserver對應的port
4. ScreenShot 
· module_config.xml 要打開，建議使用正式版本的WisePassServer測試
	EdgeSense – agent_config.xml
    <CredentialURL>http://edgesense4.wise-paas.com:80/rmm/v1/iothub/credential/</CredentialURL>
    <IoTKey>eS90K0w1WmNQMVptZ1l2cFE0Nmx2SnczdkZyM0ZZQS8vT0UyZTZOY1gwZz0=</IoTKey>
Web :  
http://edgesense4.wise-paas.com/main/device
登入帳號  OTA_UPDATE_SOP.doc 中有描述


[bookmark: _GoBack]
(7) 測試方式
1. DUT 
· 增加外網的routing table
· route add default gw 172.22.31.127
· route del default gw 172.22.31.254
· route add -net 172.0.0.0 netmask 255.0.0.0 gw 172.22.31.254 dev eth0
· 執行source /system/bin/rmm_start.sh
2. PC
· 使用外網的方式測試

(8) 測試結果
	Function
	File
	Status

	Process Monitor
	libProcessMonitorHandler.so
	√

	Network Monitor
	libNetMonitorHandler.so
	√

	HDD Monitor
	N/A
	

	Power OnOff
	libPowerOnOffHandler.so
	X

	Screenshot
	libScreenshotHandler.so
	√

	Remote KVM
	libRemoteKVMHandler.so
	√

	Terminal
	libTerminalHandler.so
	√

	SUSIControl
	libSUSIControlHandler.so
	?

	Remote Backup
	N/A
	

	Remote Protect
	N/A
	

	EmbIPC
	N/A
	

	HDD PMQ
	N/A
	



(9) 燒錄相關
燒錄環境可以下載其中一包image 
\\172.22.31.128\share\officialbuild\imx6_android_6.0.1\2018-10-19

將覆蓋到 script 資料夾底下
進到 image 資料夾底下
燒錄指令(切su)：source ../scripts/mksd-android.sh /dev/sdX
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mksd-android.sh
#!/bin/bash

#Check whether it is android?
android=0
if [ -f /init.rc ]; then
    android=1
    busybox="busybox"
fi

# partition size in MB
BOOTLOAD_RESERVE=8
BOOT_ROM_SIZE=16
SYSTEM_ROM_SIZE=800
CACHE_SIZE=512
RECOVERY_ROM_SIZE=16
DEVICE_SIZE=8
MISC_SIZE=6
CUST_SIZE=128
DATAFOOTER_SIZE=2

help() {
    bn=`basename $0`
    help_menu=help_menu
    echo "--------------------------------------------------------------" >$help_menu
    echo "usage $bn <option> device_node" >> $help_menu
    echo "example:           " >>$help_menu
    if [ "${android}" -ne "1" ]; then     
        echo "          ./mksd-android /dev/sdx      " >>$help_menu
    else
        echo "          sh ./mksd-android /dev/block/mmcblk0     " >>$help_menu
    fi
    echo "options:                      " >> $help_menu
    echo "  -h              displays this help message" >>$help_menu
    echo "  -s              only get partition size" >>$help_menu
    echo "--------------------------------------------------------------">>$help_menu
    cat $help_menu
    rm $help_menu
}
#check image file exist or not?
files=`ls ../image/`
if [ -z "$files" ]; then
        echo "There are no file in image folder(../image/boot.img ../image/u-boot_crc.bin ..etc)"
        exit
fi  

# check the if root?

if [ "${android}" -ne "1" ]; then     
    userid=`id -u`
    if [ $userid -ne "0" ]; then
        echo "you're not root?"
        exit
    fi
fi


# parse command line
moreoptions=1
node="na"
cal_only=0
not_format_fs=0
while [ "$moreoptions" = 1 -a $# -gt 0 ]; do
    case $1 in
        -h) help; exit ;;
        -s) cal_only=1 ;;
        -nf) not_format_fs=1 ;;
        *)  moreoptions=0; node=$1 ;;
    esac
    [ "$moreoptions" = 0 ] && [ $# -gt 1 ] && help && exit
    [ "$moreoptions" = 1 ] && shift
done

if [ ! -e ${node} ]; then
    help
    exit
fi

check_node=`echo ${node} | grep mmc`
if [ -n "$check_node" ];then
    part="p"
fi

# umount device
if [ "${android}" -ne "1" ]; then     
    umount ${node}* &> /dev/null
fi
# get total card size
seprate=40
total_size=`${busybox} fdisk -l ${node}|${busybox} sed -n '2p'|${busybox} cut -d ' ' -f 5`
total_size=`${busybox} expr ${total_size} / 1024`
boot_rom_sizeb=`${busybox} expr ${BOOT_ROM_SIZE} + ${BOOTLOAD_RESERVE}`
extend_size=`${busybox} expr ${SYSTEM_ROM_SIZE} + ${CACHE_SIZE} + ${DEVICE_SIZE} + ${MISC_SIZE} + ${DATAFOOTER_SIZE} + ${CUST_SIZE} + ${seprate}`
data_size=`${busybox} expr ${total_size} - ${boot_rom_sizeb} - ${RECOVERY_ROM_SIZE} - ${extend_size}`

# create partitions
if [ "${cal_only}" -eq "1" ]; then
    show=show
    echo "BOOT   : ${boot_rom_sizeb}MB" > $show
    echo "RECOVERY: ${RECOVERY_ROM_SIZE}MB" >> $show
    echo "SYSTEM : ${SYSTEM_ROM_SIZE}MB" >> $show
    echo "CACHE  : ${CACHE_SIZE}MB" >> $show
    echo "DATA   : ${data_size}MB" >> $show
    echo "MISC   : ${MISC_SIZE}MB" >> $show
    echo "DEVICE : ${DEVICE_SIZE}MB" >> $show
	echo "CUST   : ${CUST_SIZE}MB" >> $show
    echo "DATAFOOTER : ${DATAFOOTER_SIZE}MB" >> $show
    cat $show
    rm $show
    exit
fi

function copy_image_to_data
{
    echo "copy images and scripts to /data/"
    umount ${node}* &> /dev/null
    mkdir /mnt/android_image
    mount ${node}${part}4 /mnt/android_image
    mkdir /mnt/android_image/mkimage
    cp -rf ../image /mnt/android_image/mkimage
    sync
    cp -rf ../scripts /mnt/android_image/mkimage
    sync
    umount ${node}* &> /dev/null
    rm -r /mnt/android_image
    echo "copy images and scripts to /data/ finish"
}

function format_android
{
if [ "${android}" -ne "1" ]; then
    echo "formating sdcard"
    mkfs.ext4 -F ${node}${part}4 -Ldata
    mkfs.ext4 -F  ${node}${part}5 -Lsystem
    mkfs.ext4 -F  ${node}${part}6 -Lcache
    mkfs.ext4 -F  ${node}${part}7 -Ldevice
	mkfs.ext4 -F  ${node}${part}9 -Lcust
	sync
    echo "formating sdcard done"
else
    echo "formating emmc"
    ${busybox} mke2fs -T ext4 ${node}${part}4 -Ldata
    ${busybox} mke2fs -T ext4 ${node}${part}5 -Lsystem
    ${busybox} mke2fs -T ext4 ${node}${part}6 -Lcache
    ${busybox} mke2fs -T ext4 ${node}${part}7 -Ldevice
	${busybox} mke2fs -T ext4 ${node}${part}9 -Lcust
	sync
    echo "formating emmc done"
fi

}

function flash_android
{
    echo "flashing android images"
    dd if=../image/u-boot_crc.bin.crc of=${node} bs=512 seek=2
    dd if=../image/u-boot_crc.bin of=${node} bs=512 seek=3
    echo "dd u-boot.bin done"
    dd if=../image/boot.img of=${node}${part}1
    echo "dd boot.img done"

    # use pc tool for sd, buildin tool for emmc
    if [ "${android}" -ne "1" ]; then
        ./../image/simg2img ../image/system.img ../image/system_raw.img
    else
        simg2img ../image/system.img ../image/system_raw.img
    fi
    
    dd if=../image/system_raw.img of=${node}${part}5 bs=512k
    echo "dd system.img done"
    dd if=../image/recovery.img of=${node}${part}2 bs=512k
    echo "dd recovery.img done"

    #echo "flashing android images done"
    #if [ "${android}" -ne "1" ]; then
    #    copy_image_to_data  
    #fi
}


# destroy the partition table
dd if=/dev/zero of=${node} bs=1024 count=1

#partition
echo "partition start"
tmp=partitionfile
cs=$(${busybox} fdisk -l ${node}|${busybox} sed -n '4p'|${busybox} cut -d ' ' -f 3)
if [ $cs == "cylinders" ];then
    echo u > $tmp
    echo n>> $tmp
else
    echo n > $tmp
fi
echo p >> $tmp
echo 1 >> $tmp
#echo +10M >> $tmp
echo "" >> $tmp
echo +20M >> $tmp
echo n >> $tmp
echo p >> $tmp
echo 2 >> $tmp
#echo +32M >> $tmp
echo "" >> $tmp
echo +20M >> $tmp
echo n >> $tmp
echo e >> $tmp
echo 3 >> $tmp
#echo +54M >> $tmp
echo "" >> $tmp
echo +1680M >> $tmp
echo n >> $tmp
echo p >> $tmp
echo "" >> $tmp
echo +1750M >> $tmp
echo n >> $tmp
echo "" >> $tmp
echo +1000M >> $tmp
echo n >> $tmp
echo "" >> $tmp
echo +500M >> $tmp
echo n >> $tmp
echo "" >> $tmp
echo +12M >> $tmp
echo n >> $tmp
echo "" >> $tmp
echo +12M >> $tmp
echo n >> $tmp
echo "" >> $tmp
echo +128M >> $tmp
echo n >> $tmp
echo "" >> $tmp
echo +12M >> $tmp
echo w >> $tmp
${busybox} fdisk ${node} < $tmp
rm $tmp
echo "partition done"

format_android
flash_android
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rmm.patch
diff --git a/fsl/imx6/rom_7421_a1.mk b/fsl/imx6/rom_7421_a1.mk
index ddc450f..f4f221b 100755
--- a/fsl/imx6/rom_7421_a1.mk
+++ b/fsl/imx6/rom_7421_a1.mk
@@ -49,7 +49,36 @@ PRODUCT_COPY_FILES += \
 	device/fsl/imx6/otaagent-android/OTA-Agent/module/module_config.xml:system/lib/OTA-Agent/module/module_config.xml \
 	device/fsl/imx6/otaagent-android/OTA-Agent/ota-agent:system/lib/OTA-Agent/ota-agent \
 	device/fsl/imx6/otaagent-android/otaup.sh:system/etc/otaup.sh
-	
+
+## add rmm for android
+PRODUCT_COPY_FILES += \
+	device/fsl/imx6/rmm/module/libOTAHandler.so:system/lib/module/libOTAHandler.so \
+	device/fsl/imx6/rmm/module/libServiceHandler.so:system/lib/module/libServiceHandler.so \
+	device/fsl/imx6/rmm/module/libMonitoringHandler.so:system/lib/module/libMonitoringHandler.so \
+	device/fsl/imx6/rmm/module/libTerminalHandler.so:system/lib/module/libTerminalHandler.so \
+	device/fsl/imx6/rmm/module/libPowerOnOffHandler.so:system/lib/module/libPowerOnOffHandler.so \
+	device/fsl/imx6/rmm/module/libsueclient.so:system/lib/module/libsueclient.so \
+	device/fsl/imx6/rmm/module/libNetMonitorHandler.so:system/lib/module/libNetMonitorHandler.so \
+	device/fsl/imx6/rmm/module/libSUSIControlHandler.so:system/lib/module/libSUSIControlHandler.so \
+	device/fsl/imx6/rmm/module/libProcessMonitorHandler.so:system/lib/module/libProcessMonitorHandler.so \
+	device/fsl/imx6/rmm/module/libRemoteKVMHandler.so:system/lib/module/libRemoteKVMHandler.so \
+	device/fsl/imx6/rmm/module/libDroidRootHandler.so:system/lib/module/libDroidRootHandler.so \
+	device/fsl/imx6/rmm/module/module_config.xml:system/lib/module/module_config.xml \
+	device/fsl/imx6/rmm/libEIServiceSDK.so:system/lib/libEIServiceSDK.so \
+	device/fsl/imx6/rmm/libEIServiceSDK_RuleEngine.so:system/lib/libEIServiceSDK_RuleEngine.so \
+	device/fsl/imx6/rmm/libSAHandlerLoader.so:system/lib/libSAHandlerLoader.so \
+	device/fsl/imx6/rmm/libSAGeneralHandler.so:system/lib/libSAGeneralHandler.so \
+	device/fsl/imx6/rmm/libDataSync.so:system/lib/libDataSync.so \
+	device/fsl/imx6/rmm/DataSync.ini:system/lib/DataSync.ini \
+	device/fsl/imx6/rmm/libRuleEngine.so:system/lib/libRuleEngine.so \
+	device/fsl/imx6/rmm/libSAManager.so:system/lib/libSAManager.so \
+	device/fsl/imx6/rmm/EIServiceConfig.ini:system/bin/EIServiceConfig.ini \
+	device/fsl/imx6/rmm/CredentialChecker:system/lib/CredentialChecker \
+	device/fsl/imx6/rmm/cagent:system/bin/cagent \
+	device/fsl/imx6/rmm/log.ini:system/bin/log.ini \
+	device/fsl/imx6/rmm/agent_config.xml:system/bin/agent_config.xml \
+	device/fsl/imx6/rmm/netInfo.sh:system/etc/netInfo.sh \
+	device/fsl/imx6/rmm/rmm_start.sh:system/bin/rmm_start.sh
 
 # setup dm-verity configs.
 ifneq ($(BUILD_TARGET_DEVICE),sd)



